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Abstract — The interest in the digital steganography
grows together with the rise of amounts of multimedia
data exchanged over the Internet. This growth provides
steganography with new possibilities and opportunities for
data hiding. The information hiding in audio streams is
considered especially promising due to audio data
popularity and possibilities to hide data within audio
signals. There are many data hiding methods. The
steganography is used to process audio streams, and the
new methods are constantly emerging. These methods
have different applications and targets, features and
properties. This paper presents the Unified Evaluation
System (UES) for evaluation, comparison and
classification of audio steganography methods proposed by
the authors. UES is a set of calculation principles, which
are especially combined for audio steganographic methods.
The system’s outcomes provide conclusions in order to
determine advantages/disadvantages of the methods and to
define the audio steganography methods as the most
suitable for each particular case.

Keywords — audio steganography, audio stream, compression,
attack.

. INTRODUCTION

In audio steganography the secret messages are being
embedded in digital sound by slightly altering the binary
sequence of a sound (audio) file. Embedding secret messages
in digital sound is usually a more difficult process than
embedding messages in other media, such as digital images. In
order to conceal secret messages successfully, a variety of
methods for embedding information in digital audio have been
introduced, e.g. LSB coding, parity coding, spread spectrum,
echo hiding, phase coding. These methods range from rather
simple algorithms that insert information in the form of signal
noise to more powerful methods that exploit sophisticated
signal processing techniques to hide information. So a variety
of audio steganography methods provides users with a wide
choice and makes the technology more accessible to everyone.
But on the other hand, it raises a problem of method’s
selection that best fits the required specifications. This paper
presents the individually developed system that is intended to
solve the above mentioned problem. The system is based on 6
different criteria that allow evaluating steganographic methods
that are used for processing audio streams. Evaluation scales
are provided for objective evaluation and comparing of the
criteria.

II. THE EVALUATION CRITERIA

In the following chapter the criteria on which the evaluation
system is based are introduced. Each criterion has
explanations about its essence along with the reasons for its
use.

A. Capacity

Capacity is a value that defines how many bites of a secret
message can be embedded in the data stream container per one
second. In the evaluation system the acceptable capacity of the
method is measured by bits per second. The higher the number
of bits per second that can be embedded in the audio stream
the higher the capacity is [1]. The higher value takes the
advantage in this criterion. In the further text the value of
criterion is labelled with a variable C.

We, the authors of this paper, emphasize that different
capacity values can be achieved for the same method by using
different implementations, embedding settings, and data
containers. In this case other parameters like the values
describing robustness and relations between signal and noise
would be resulting from the implementation or taken from the
settings of the same method that were achieved by using data
container with the same qualities. One has to be especially
careful with the discretization frequency of the container and
has to make sure that is the value is same by checking and
comparing. It is important because the capacity of several
methods is linearly dependent on the audio stream’s
discretization frequency (for example, implementation of
Least Significant Bits), but at the same time others are less
dependent. Different methods’ dependency from the
discretization frequency of stream is the reason why the
running capacity criteria is not expressed as bits per second on
one Hertz (b/s/Hz), but as bits per second.

B. Robustness versus data transmission types

There are several types of an audio stream transmission.
The goal of this criterion is to show how the steganographic
method can endure the transmission offered below and
different kinds of transformations and conclude the evaluation
dependently on that. The values of the criteria can be labeled
with variable T.

Each method fits one of the following descriptions:

1. The transmission must happen in digital environment
without recoding.

2. Decoding in different audio formats is possible;
transmission is performed in digital environment.

3. Transmission through ideal noiseless analog channel is
possible with later recoding in digital format.
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4. Transmission with stream recording by using
microphone.

When evaluating the method one must choose a description
that most fully represents characteristics of the method.
According to the first description, for example, there is
copying of the coded file from one computer to another, or
there can be a digital streaming without decoding — the stream
is not changed. The decoding belongs to the second
description of another format that changes some of the sound
characteristic quantities but absolute amplitude, sound phases
and often also discretization frequency remain unchanged. The
third description means that embedded data with the method
remains preserved also without the transmission which
changes the absolute amplitude and characteristic quantities of
the previous discretization. After such transmission the sound
is discretized and digitalized over again. The fourth
description means that all the information connected with
discretization, amplitude and phase as well is lost and other
signal distortions are possible along with outer noises. A
typical example is transmission of the signal through the radio
broadcast when the signal is recorded by microphone.

The evaluation of the method according to the most suitable
description is described in the Table I. In the table the
transmission types are arranged from the simplest to more
complicate according to robustness. Each next type of
transmission contains the possibility to use all other types. The
descriptions are not linearly arranged in order to better
describe the advantage of methods in further comparisons,
especially in the relative comparisons described below.

TABLE |
VALUES OF T CRITERION
Nr. Short description Evaluation
1  |Without stream changes 1
2 |Decoding in digital environment 3
3 Transmission through the ideal noiseless analog 6
channel
4 |Radio broadcast 8

One have to note that the evaluation of this criterion does
not show the persistence of the method against attacks whose
goal is to destroy the hidden message. The criterion of
robustness against data transmission environment is provided
to show possibilities and environments where the method can
be used.

C. Robustness versus attacks

The robustness of methods is exposed not only in streams
transmissions or decoding the stream in different
environments, but also in attacks. Attack is considered to be a
deliberate attends to destroy a hidden message. Expression
“destroying” has two meanings in context of steganography:
1) to delete the hidden message from the stream, 2) to change
it in one or another way which does not allow the recipient to
receive this message [1].

One of known attack kinds is adding noise to the audio
stream [2]. By adding noises with concrete characteristic
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values is possible to bother significantly the extraction of the
hidden message. The added noise may not influence signal
reception in human hearing system but can rewrite the bits of
the hidden message or increase the number of wrongly
embedded bits.

It is offered to label the variable that describes the
robustness against the attacks as A. This value represents the
publicly known number of attacks which can destroy
messages embedded with appropriate steganographic methods.
The smaller is the value, the better method is considered to be
protected against attacks. We point out that during the
research only four different attack kinds were detected. So the
worst possible value is 20. It is freely chosen value (for
simplification of calculations), because the number “20” is 5
times larger than the number of attacks to data hidden in audio
streams. This limit is necessary in those cases when it isn’t
possible to get the data about different kind of attack.

This characteristic quantity was described as a separate
criterion because we think that there is a notable difference
between distortions of transmission environment and
deliberate attacks. The high evaluation of method in this
criterion most probably means higher evaluation in the
previous but not necessary the other way round. In cases when
ability to endure analog transmissions is essential and at the
same time necessity to have protection against the attacks is
not vital, evaluation of divided criteria will let more
objectively to determine the most suitable methods.

D. The added noises

The application of any audio steganographic methods
changes the original signal and adds noises in it by embedded
message in the data container stream. The amount of added
noises influences the fact how the human hearing system
receives the changed signal and whether it can separate
original stream from the changed one.

In the signal theory the characteristic quantities are placed
that allow evaluating the amount of noises in a signal [3].
These quantities are often connected with the signal and noise
ratio that is marked as SNR (Signal-to-Noise Ratio). The
signal and noise ratio can be applied to any stream signal,
including audio, and shows how many times stronger the
desired signal of the stream is than the noises in the stream. If
the value of this ratio is larger than 1, it means that desired
signal power is greater than the power of noise. This ratio
would be infinite for the perfect signal without noises [3].

We think that the simple SNR is the most advanced value
quantity to determine an approximate quantity of added noises
along all length of the stream and choose not to take into
account the values of the noise ratio, for example, like PSNR
(Peak Signal-to-Noise ratio). SNR ratio can be calculated as
ratio of signal powers or as the square of signal amplitude
divided with the square of noise amplitude [3]. By using the
characteristics of logarithms the value of SNR in decibels is
expressed with (1), where Aq is the desirable signal amplitude
and A, is the noise amplitude:
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Because the ratio value of signal and noise can significantly
vary for different algorithms and methods, it is expressed in
decibels (dB) in the logarithmic scale. In cases when SNR
value will be found as linear digital ratio (further marked as
SNR') by using (2), one can compute the SNR value in
decibels:

SNR 45 =10log; o SNR’ )

We offer to leave the SNR label for the variable that will
describe the evaluation in this criterion. The bigger is the SNR
value, the better is the evaluation.

E. Intensity of extraction errors

Embedding the message in the stream and protection in the
signal transmission time is only a part of the total data hiding
process. Every message, which was embedded in the audio
stream, has to be extracted after receiving via the transmission
channel. Depending on the method used, stream transmission
environment and other circumstances, the part of embedded
message could be lost or wrongly extracted/decoded [4]. We
assume that due to the concept of hidden message successful
transmission the intensity of extraction errors is an important
variable. So this value is offered as one of the criteria for the
evaluation system. The intensity of extraction errors depicts
how many embedded bits are wrongly extracted after
receiving the stream. The intensity is relative against the total
amount of transmitted data.

The variable | is used to label the value of this criterion. We
offer formula (3) for its calculation, where ¢ is a number of
mistakenly defined bits in the message and N is a total number
of bits in message.

== ®)

The value of | is described with value from 0 till 1. In
practice 1:1 ratio will not usually be achieved because it
would mean that none of the hidden message bits is
extractable. And therefore the data hiding method would not
hide any data. Also it must be pointed out that the value of the
ratio, that equals 0, is hardly reachable in practice. So we turn
our attention to the fact, that if the error intensity is larger than
0, it is possible to fully extract the hidden message. By using
and adding to message ECC (Error correcting code) during
embedding process [4], the errors of bits are possible to
correct till a definite level. The usage possibilities of error
correction codes must be held in the mind when evaluating
and comparing methods according to the criteria of error
intensity.

The lower evaluation gained in criterion a better it is
presumed to be. Like in the criterion of added noises, if
evaluating methods, the constant testing and exploration of

methods is not foreseen, the value of this variable can be
gained from existing research [1], [2].

I=1-R (4)
I=1- R (5)
100%

In the scientific researches there is mentioned a related
value, that is called the recovery rate. The recovery rate
represents how many bits from the number of embedded bits
in the audio stream were possible to extract and identify
successfully. The intensity of extraction errors | can be
calculated by using (4) or (5), if the recovery intensity R is
expressed in percent.

F. The support of audio formats

The audio stream can be encoded and transmitted in
different formats and the possibility of usage of different audio
stream coding formats can be taken to be as a criterion in
method comparison. Because the evaluation system offered in
this paper is meant for method compartment and does not
foresee evaluation of concrete software, so the evaluation of
criteria does not require survey of the appropriate audio format
standards, but their classes.

Audio formats

/N

Uncompressed Compressed
Lossless Lossy

compression compression

Fig. 1. The division of audio stream coding formats

The audio formats are divided (see Figure 1) in compressed
and uncompressed classes. Compressed formats present as
formats with lossless or lossy compression. One of the popular
uncompressed formats is WAV LPCM format that is used for
recording audio compact discs [5]. In the uncompressed
formats each channel is stored separately and every reading is
kept. In the compressed formats, on the other hands, the data
are categorized, encoded or otherwise compressed ina way so
that they take less memory volume than uncompressed sound.
The audio channels in these formats can be divided or added
to others; storing structure of reading can differ from
uncompressed. Lossless compression algorithms (for example,
FLAC [6]) differ with the fact that it fully keeps the original
audio signal without changing its dimension and adding
noises. Lossy compression algorithms (like MPEG [7])
transform the audio signal by leaving within possibility only
sounds, which a human can hear, or the sounds that are
essential in the original audio signal. If lossy compression
algorithms are used with high degree of compression, it can
also create hearable noises.
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That is why there are three possible format choices (see
Table 11):

TABLE 11
SUPPORT OF AUDIO FORMAT
Nr. Short description Points
1 |Uncompressed audio 1
2 |Lossless compression 1
3 |Lossy compression 2

We offer to label the variable with an F. For every
supported format the point number shown at the Table Il is
added to evaluation. If several formats are supported, the
points will be summed up in evaluation. In this case the
smallest possible value is 1 — only one of the formats is
supported and the highest is 4 — all formats are supported. The
evaluation scale gives larger value to lossy compression
support, because lossy compression algorithms are much more
popular between the users than lossless or uncompressed
audio [8-10] and create greater difficulty in embedding hidden
information in them — so we give it a better evaluation that the
support of other format.

I1l. SYSTEM APPLICATION

A. Methods’ comparison

According to the system specificity, one must choose
methods that need comparison and prepare information about
them and their characteristic quantities. In a case of
incomplete information or if the user has a possibility to
explore and analyze the methods himself, the equations are
provided for different criteria to evaluate methods
numerically.

If a value necessary for a criteria cannot be found in
existing research and the user has no possibility to explore
himself, one must presume that the lowest possible value will
be given to that steganographic method and keep in mind that
comparison according to this criteria cannot be objective.

We offer a tabular data representing method to compare
absolute values of the criteria (see Table I11):

TABLE 11l
PATTERN OF COMPARISON TABLE

Method\ Criteria
Capacity C (b/s)
Transmission types T
Attacks A
SNR (dB)

Error intensity |

Name of method Name of method

Format support F

B. Unified relative evaluation and comparison

During the process of methods’ comparison the user may
have a wish not only to compare the methods using the
provided table, but also relatively make common graphical
representation for all methods.
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The relative values of criteria are expressible in percents
according to equations described below. Differently from the
absolute values the greatest percentage always means better
result. We think that if a method has not had a possibility to
find or gain evaluation of some criteria, in the relative
assessment the method must have 0% assessment and the
absolute result gained in method criteria (before it was
presumed that it must be the worst possible result) is not
considered when calculating the relative values.

We point out that one of the evaluations of the criteria, the
capacity criterion, is not only expressed in relative percentage
but also changed and in the relative evaluation depicts
logarithmically increasing value. The decision of using the
logarithmic scale in the relative assessment is made because
different methods may have very different capacities and their
ratio would be expressed in hundreds and thousands. With a
linear scale it would lead to small percentages for methods
with low capacity and would not allow to compare them
between themselves at the moment when a method with times
greater capacity is compared to them. A logarithm with basis
10 was assumed by changing the values in the logarithmic
scale — see (6).

Another important remark is connected with the fact that
the error intensity in this comparison is also relative according
to other methods that is why 100% result can be achieved with
a error intensity bigger than 0.

Relative evaluation for each criterion is labeled with the
same variable as the absolute evaluations, by adding the lower
index r to variables that show the relativity of the assessment.
The evaluation variable with index min or max means
accordingly the smallest or the biggest absolute evaluation
between all methods that are analyzed. The smallest and
biggest values are presumed to be mathematically compared
evaluations.

1. Relative capacity:

Cr =1 'gc x100% ©)

9C max

2. Relative robustness of transmission environment:

T =

x100% @)

max

3. Relative robustness versus attacks:

A-A
A, = {100%——“"”x100%
Amax — Pmin
A =100%, ja Arax = Avin ®)
4. Relative signal and noise ratio:

SNR
SNR: = SNR

x100% )

max
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5. Relative recovery intensity:

1-1

|, =——x100% (10)
1- min
6. Relative format support evaluation:
F
F = x100% (11)
max

We point out that relative assessment is meant for better
comparison of the methods and do not recommend deciding
and choosing methods only according to results of a relative
assessment. For more accomplished evaluation and
comparison one has to use the previously described tabular
method evaluation system where the absolute evaluations for
each criterion are shown.

Creating the graphical representation of data, we offer to
put percent on X axis from 0 to 100 and on Y axis — 6 values
of criteria. So using the bar diagram, where each method has
its own color, a relative assessment is given to each method
for every criterion. This axis division is desirable because it
allows depicting and comparing several methods. So if the
number of compared methods grows, the graphical diagram
will increase vertically.

We consider that graphical representation as bar diagrams is
only a recommendation and in every separate case the user can
better appraise, which depiction scheme is more suitable for
his needs. The system of evaluation and comparison states
only criteria and calculable values of evaluations.

C. Classification of methods

The proposed evaluation system can be used not only for
comparing methods, but also for classification of the methods.
Criteria, in which it was necessary to choose from the different
offered alternatives for evaluation of methods, are best suited
for classification process. Criteria, in which the evaluations
can adopt free values, such as SNR, are worse for
classification purposes because they create a necessity to unify
values in groups and such unifications would be mostly
subjective. We think that the benefit of subjective
classification is questionable and decided not to use this kind
of classification.

We suggest using two criteria for the method classification:
robustness versus data transmission forms and support of
audio formats. The classification of methods according to
created criteria will help the user of the system to choose the
necessary methods, especially if he is intended to compare
significant amount of methods. If the methods are classified
before comparing and evaluating, the user will be able to
select only those methods that can be used for his needs.
Knowing the necessary characteristics of methods before will
allow saving time (there is no need to define characteristic
quantities for methods that are not suitable for users’ purpose)
as well as increase lucidity in both absolute and relative
comparisons.

The classification gives chance not only to make the
comparison more useful but also to arrange knowledge of
steganographic methods storing their evaluation results.
Within this paper an evaluation and comparison system as a
software product is not created. But if a user stores these
results in a database, the further described classification of
methods can be used by getting and arranging data from the
information storage.

The criterion that describes robustness wversus signal
transmission types is mentioned in Chapter Il. We offer to
create two-level classifications on its basis which is
schematically presented in Figure 2.

Transmission type

RN

Digital Analog
environment environment

1. Without changes:l i: 3. Ideal noiseless channel
2. Decoding 4. Radio broadcast

Fig. 2. Method classification according to transmission types

Differently from evaluation, the classification of the method
has to be included in all corresponding categories. If any
method suits the 3 description (see Table 1), it means that it
can operate also with 1% and 2™ transmission type.

In classification process it means that the method is
included in all classes which sequence number is smaller or
the same as chosen sequence number during evaluation
process by criterion B from Chapter Il. This coherence is
depicted in (12), where m is the method and n is chosen
description sequence number by T criterion of method.

me[ln] (12)

For example, identifying method as “Transmission through
the ideal noiseless analog channel” (according to Table 1), it is
automatically included in 1%, 2" and 3" class. First classes’
level is intended to classification of the highest abstraction
level (see Figure 2). We can see that transmission through the
digital environment embraces steganographic audio methods
of 1% and 2™ classes and transmission through the analog
environment — 3" and 4™ classes. This classification is not
compulsory but can be useful when working with a large
number of methods.

The second classification type is based on supported audio
formats that are described by criterion F in Chapter Il and
shown in Figure 2. The method will be presumed to the
appropriate class, if it supports placing the message in definite
audio format containers. So the criterion offers three classes:
uncompressed audio, lossless compressed audio and lossy
compressed audio.

IVV. CONCLUSIONS

Unified evaluation system was developed with purpose to
offer a possibility to evaluate and compare the steganographic
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Andrejs Jersovs, Romans Karpelcevs. Vienota vértésanas sistéma audio steganografijas metodem.

Ciparu steganografija ir zinatne, kuras mérkis ir nodot pasléptu zinojumu adresatam ta, lai ne tikai zinojuma saturs, bet arT ta eksistences fakts paliktu nezinams.
P&c savas batibas ta ir jauna un vél nepietiekami izpétita zinatne, interese, kurai aug kopa ar multimediju datu izplatiSanu interneta. Strauji augo$i multimediju
datu apmainas apjomi rada plasakas datu slépSanas pielietoSanas iesp&jas. Viens no ciparu steganografijas virzieniem péta informacijas slépSanu audio plismas.
Informacijas slépsana audio plusmas tiek uzskatita par ipasi perspektivu audio datu izplatiSanas un datu slépSanas iesp&u dél. Jau pastav vairakas
steganografiskas metodes audio plismu apstradei un pastavigi paradas jaunas metodes; tam ir atskirigas pielietoSanas sféras, Ipatnibas un izmantojamas slépSanas
tehnikas. Saja raksta tiek reprezentéta izstradata sistéma audio steganografijas metozu vértéSanai un salidzinaSanai. Izstradata sistéma dod iesp&ju efektivi
izvertét un salidzinat gan esosas, gan nakotné raditas steganografiskas metodes audio pliismu apstradei, izmantojot vienotu objektivu kritériju kopu. Sie kritériji
paredz metozu izvértéSanu no vairakiem viedokliem, balstoties uz objektivajiem raksturojosiem lielumiem vai Ipatnibam. Katra krit€rija metode sanem skaitlisko
vertgjumu, kas lauj ne tikai izvertét metodes, bet ari salidzinat tos sava starpa, izmantojot izveidotu sistému un neiedzilinoties katras metodes detalizétas ipasibas.
P&c metozu salidzinajuma, kas tiek balstits uz absoliitiem un relativajiem veértgjumiem, iegttie rezultati dod iesp&ju izvertét metozu prieksrocibas / trikumus un
izveleties metodi atbilstosi izvirzitam lietotdja prasibam konkrétaja situacija. Lai papildus palielinatu sistémas izmantoSanas iesp&jas raksta tika aprakstitas
metozu klasifikacijas iespgjas, izmantojot iepriek§ min&tus sist€émas kritérijus. Neskatoties uz to, ka sistéma balstas uz sesiem kriterijiem, tikai divus no tiem
autori uzskatija par piemérotiem klasifikacijai, jo tikai tie nodrosina veért&juma izvéli no ierobeZotu variantu skaita.

Amngpeii Epmos, Poman Kapneasnes. Equnas cucrema U1l OLleHMBaHHSI METO/I0B ayM0 cTeraHorpagum.

Hudposast creranorpadus — Hayka, LENbI0 KOTOPOW SIBIISIETCS Mepelaya CKPHITOrO COOOIICHHs aApecaTy TaKUM 00pa3oM, YTOOBI HE TOJNBKO COJIEp)KaHUE
co00IIeHNs!, HO 1 ero (aKT CyIIeCTBOBaHHS OCTaJICs HEM3BECTHBIM. [0 cyIecTBy, 3TO HOBas U ellle HeIOCTATOYHO M3yYeHHas HayKa, HHTepec K KOTOPOi pacTeT
BMECTE C PacIpOCTPaHEHHEM MYIbTHMEIUIHHBIX JaHHBIX B IHTepHETe. CTpEeMHUTENBHO pacTynue 00beMbl 0OMEHa MyIbTUME/INA KOHTEHTOM CO3/IaI0T MIMPOKUE
BO3MOXKHOCTH JUTs COKPBITHS JaHHBIX. OJIHO W3 HampapieHui MdpPoBoi cTreranorpaduy 3aHIMAETCs UCCIIEI0BAHUEM METO/JI0B CKPBITHS HH(OpMauy B ayIuo
notokax. COKphITHE JJAHHBIX B ay/HO MOTOKAaX CYUTAETCS OCOOCHHO MEPCHEKTHBHBIM HM3-3a PAcIpOCTPAaHEHHOCTH ayMOIaHHBIX, @ TAK)XKE N3-3a BO3MOXKHOCTEH
cTeraHorpa(uu npy padoTe ¢ HUMH. YKe CYIECTBYET MHOXKECTBO CTEraHOrpa(MyecKuX METOOB JUll 00pabOTKH ayaHo; KPOME TOTO, NIOCTOSHHO MOSBJIAIOTCS
HOBBIE METOJBL. Y COOTBETCTBYIOIIMX METONOB pasHble cephl MPUMEHEHNS, XapaKTEPUCTUKK M HCIIONb3yeMble TEXHHKH COKDBITHA JAHHBIX. B 370l crathe
npeJicTaBieHa pa3paboTaHHas CUCTEMa OLEHKH M CPaBHEHMs METOO0B ayauo creraHorpaduu. JlaHHas cucrema JaeT BO3SMOXHOCTH 3(G(EKTHBHO OLEHHUTH U
CPaBHHTb KaK CYILIECTBYIOIIHE, TaK U Pa3paboTaHHbIE B NEPCNEKTUBE CTeraHOrpaduueckue METobl 11 00pabOTKH ay/Mo, HCIIONb3Ysl EAMHYI0 OOBEKTUBHYIO
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CHCTeMy KputepueB. JlaHHBIC KPHTEPHH MOAPA3yMEBAIOT OLCHMBAHHE METOMOB C PasHBIX TOYEK 3pEHHMs. 110 KakIOMy KPHUTEPHIO METOJ MOJydaeT HEKOe
YHCII0BOE 3HAYEHHE, KOTOPOE MO3BOJISIET HE TOJIBKO OLEHHTH METOJIbI, HO TAK)XE U CPAaBHUTh UX MEXJY COOOi, IIPH 9TOM, HE BJABAsCh B [ETAIH pEaH3alHHy.
IMony4eHHast mociie MPUMEHEHUs CHCTEMbl CPaBHHTENbHAS XapaKTEPUCTHKA METOJOB, KOTOpas OCHOBBIBACTCS Ha aOCONIOTHBIX, @ TAK)XXE OTHOCHTENIBHBIX
OLICHKAaX, JAeT BO3MOXXHOCTH OILICHHTH HPEHMYLIECTBA M HEJOCTATKU KaXKJOTO W3 CPaBHHBAEMBIX MeTOHO0B. TakuM 00pasoM, 3TH pe3yibTaThl MO3BOJISIIOT
3¢ }EeKTUBHO BBIOpATh METOABI ay[JHO CTEraHOTrpa(puy, YAOBJIETBOPSIOIIME MOTPEOHOCTH MOJIB30BATENsS B KOHKPETHOH cuTyaruu. s paciuupeHusi cepsl
HPUMEHEHHS] CHCTEMBI CTaThsl TAKXKE ONMHCHIBACT BO3MOXKHOCTH KJIACCH(HUKALIMH, HCIIONB3Ys YIIOMSIHYTYIO CHCTeMy KputepreB. HecMOTpst Ha TO, 4TO B OCHOBE
CHCTEMBI JIeXKaT 6 KPUTEPUEB, TOJIBKO JBOE M3 HUX aBTOPBI PACCMATPUBAIOT HPUTOAHBIMHU TS KJIACCH(HUKALMH, TaK KaK OHM 00ECIEYMBAIOT BEIOOP OLICHKU H3
HEOrpaHUYEHHOr0 YMCIIa BAPHAHTOB.
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