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Abstract - This paper presents a systematic approach for
computing metrics and performance indices of interdependent
critical infrastructures based on their information content,
expert views and risk analysis capabilities. The paper also
proposes a risk-based methodology based on generic risks and
assurance levels using security properties: availability,
confidentiality and integrity. Unified Modeling Language (UML)
is proposed in order to define a model for research of critical
infrastructures interdependences.
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I. INTRODUCTION

The safety, security and reliability of critical infrastructures
are strongly governed by mutual interaction phenomena.
Direct dependency mechanisms are relatively easy to identify,
model and analyze, however in the case of multiple, large-
scale critical infrastructures, direct dependencies between
elements form loops and give rise to mutual dependencies,
i.e., interdependencies [1].

Usually researchers represent a generic view at critical
infrastructure (hereafter abbreviation CI will be used) and its
services interdependencies, which supports overall concept,
but not rather practical for real world. Therefore an approach
that aware heterogeneous nature of CI interrelating at
observed territory (for example city, region) is needed.

Let us assume that each critical infrastructure is composed
of services that are provided to customers. Services may be
self-contained or may depend on other services, which may
be provided by the same or by another service provider.
Current risk analysis methods do not provide a way to share
risk knowledge between providers forming CI. Usually
providers have expertise on risks on their own infrastructure,
but not on related infrastructures of other providers. Also,
since different critical infrastructures are very divergent in
nature, risk data gathered from particular infrastructure
cannot be easily interpreted by non-domain experts.

In this work is presented an approach that allows
monitoring critical infrastructures by considering the state of
the services as well as the states of interdependent services.
This can be achieved by abstracting data gathered from the CI
to a common set of parameters that can be shared with
interdependent infrastructures.

We also propose an extension to the Unified Modeling
Language (UML) in order to define a model for research of
Cl dependences. The approach taken in defining the UML
extension has been towards establishing a fair basis for multi-

agent modeling and simulation of critical infrastructures.
However simulation of critical infrastructures is not a task of
this work.

The approach described in this work could help service
providers allocated in neighbourhood to make more qualified
decisions and to plan risk mitigation actions. For example
power supply operator being aware about impact on
telecommunication or water supply Cl could prioritise
restoration actions in case of emergencies. Furthermore the
ontology proposed in this work can be readily adapted to
other cases, taking into account the specifics of each city.

The paper is structured as follows. Authors summarize the
related work in the area of CI analysis and describe the
difference of their own ideas from the results presented in
previous researches. The essence of the approach offered in
the paper is expressed in Section 111, which details main steps
proposed by authors for monitoring of the state of CI and
their interdependent services. An example of dependence of
water supply and telecommunication services from the
outages happened in power greed is described in Section IV.
The main contribution of the research, general results and
possible directions for future work are discussed in the
conclusion of the paper.

Il. RELATED WORKS

Casalichio at al. in his paper [2] presents a taxonomy that
classifies interdependency metrics on the basis of their
information content, decision support and risk analysis
capabilities, and computational costs. A structured view of
dependability according to the threats, i.e., faults, errors and
failures, the attributes and the means for dependability is
presented in [4]. A risk-based methodology that aims to
monitor interdependent services based on generic risks and
assurance levels which allows determining the security state
of a critical infrastructure service is described in [5]. A
MICIE project among other objectives had a task to develop
methodologies, algorithms and tools to perform quantitative
evaluations of risks and threats deriving from
interdependencies existing among Cls [3]. In [6] critical
infrastructures and their interdependencies are analyzed and
different suitable modeling techniques are discussed.
Dependencies can be either to one of the other services
identified during the decomposition or to a service provided
by another CI [7].

Cl security modeling approach was presented in [5],
[8].The aim of the approach is to transform real-world
infrastructure information into common abstract risk related



information. A risk-based methodology that aims to monitor
interdependent services based on generic risks and assurance
levels using security properties: confidentiality, integrity and
availability were demonstrated in [9].

Bagheri [10] proposed an extension to the Unified
Modeling Language (UML) in order to define a model for
research of Cl dependences and a fair basis for multi-agent
modeling and simulation of critical infrastructures. UML
multi-agent model that captures the static structure and
dynamic behavior of a water distribution networks was
presented in [11].

In a work [12] methods of power supply reliability
assessment are described. Offered reliability calculation
methods could be used for modern and economic power
system planning, however the impact on neighboring critical
infrastructures in case of lost of reliability is not observed in
this work. Cities medium voltage power network safety
evaluation method and algorithms have been researched in a
work [13]. The work authors developed methods, a network
model, a load model, criteria and formulas for an algorithm
calculation. However the work does not provide an answer
what happens in depended CI, when the level of power
network safety degrades.

I1l. METHODOLOGY

The goal of the presented approach is to address the
challenge of monitoring of the state of critical infrastructures
and their interdependent services. Our hypothesis is, that it is
possible to reduce the complexity of a service through
abstraction to a common (risk related) set of parameters. This
enables to compare critical infrastructures designed to serve a
very different purpose (energy, telecommunication, water
supply, transport and etc.) and composed of very different
infrastructure components. It enables also to monitor
important system parameters like availability, confidentiality
and integrity. The abstraction to a small set of common
parameters will encourage service providers to share them
with interdependent providers. The authors used considerably
adjusted methodology described in [5], [7] and [14].

The four modeling steps are detailed as follows (see Fig.
1):

e Service components and risk assessment;

e Measurement aggregation;

¢ Services interdependencies linking

¢ Cl interdependencies modeling using UML
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Fig. 1. Four modeling steps of Cl interdependences.

A. Service Components Risk Assessment

The first step relies on a risk analysis of the concerned
infrastructure to determine services that can be considered as

critical. During this first step, the following activities should
be conducted: critical services identification,
interdependencies identification, base measures identification,
metrics composition and interdependency weighting.

Critical services identification activity aims to identify
services within the scope of the infrastructure that may be
considered as critical. A critical service is a service for which
failure to comply with confidentiality, integrity or availability
would eventually undermine global functioning (e.g. QoS) of
the infrastructure. Once the services are identified, all the
assets contributing to the service’s goals should be identified.
This identification consists of a detailed inventory of
components used directly or indirectly by the service.

For interdependencies identification the list of identified
critical services and components is utilized. This activity aims
to identify all the relationships (dependencies or
interdependencies) between services. Domain experts with
advanced knowledge of the infrastructure can achieve this
activity. In addition, external dependency identification may
require extracting information documents like contracts or
close collaboration with other infrastructures owners.

Base measures identification activity aims to define
relevant measures for each identified critical service extracted
from the system components.

In order to produce unified values for each service
measure, measures associated to a same service are assembled
in metric form. Such metrics can be assembled in criterion
form, thus each service can be characterized by only three
criteria:

o Confidentiality: absence of unauthorized disclosure of
information concerning the data transmitted by the
critical service;

o Integrity: absence of improper system state alterations
concerning the critical service;

o Auvailability: readiness for correct critical service.

Each measure will be used at least to produce one
indicator. In this purpose composition weights in terms of
confidentiality, integrity and availability (C, I, A) are
associated to each measure (Wu.)' This weighting allows

taking into account various measures differently in terms of
influence. These weights will be used during metric risks
level determination of the metric.

Interdependency weighting is based on interdependencies
identification, thus domain experts describe each dependency
in terms of confidentiality, integrity and availability by
assigning respective weights. These weights should represent
the local impacts of service degradation on related services.

B. Measurement Aggregation

This step aims to perform periodic measurement on critical
services, in order to estimate the overall risk levels for the
three security criteria.

Measurements can be obtained from sensors outputs,
intrusion detection systems outputs, SCADA outputs, etc. For
example in a work [12] for switchyard reliability estimation is
taken into account the failures of such elements: switchgears,



busbar, disconnector, surge arrester, voltage transformer, etc.
The probability of disability of an element i of switchyard is
computed [12]:

% = [au] o
' 8760
were U; unavailability of element i.

A similar approach for risk probability calculation of i
element of power supply network is shown in a work [13],
where the probability of disability sections i is computed:
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were M; — connections that form sections; A.- specific
number of failures per 100 km per year for connection L; DL,
— connection L length in km; K, - correction factor for the
number of accidents. Furthermore these power network
infrastructure specific parameters could be transformed using
common risk related parameters.

Normalization: The normalization process transforms
heterogeneous data into normalized data that can be
compared and processed using a five levels scale. The
determination requires a thorough knowledge of the
considered service area and therefore is realized by an expert
or a group of experts. Decimal discrete data is normalized as
follows: a reference value (expected value, Ev) is defined for
each measure. This value is used to compute the measure
deviation towards the expected value, expressed as a
percentage, using the following formula:

A =|(u— Ev)/Ev*100], @A),
where u is the measured value and Ev is the expected value.

In parallel, threshold values are defined in order to classify
values into the following classes: not reached: 1, weak: 2,
acceptable: 3, correct: 4 and reached: 5.

Metrics risk level aggregation: At the next step normalized
measures will be composed into metrics by aggregation. The
aggregation formula is based on weighted-sum and enables to
obtain a reasonable estimate of the metric risk level. The
expected value is an integer between the smallest “1” and the
highest “5” risk level as defined above. The following
formula is used to determine a single risk level value for a
metric, which will be rounded to the nearest integer value [5]:

RL(M,) = (RLy +1) =D (NV () *W,)IY ., W, )1.(4)

where m, is a metric, RLy, is the maximum risk level, n is the
number of measures for the metric my, NV(u) is the
normalized value of u;, u; is a measure and W, is the weight
of the measure w; In order to characterize risk levels, the
scale has been defined in Table 1.

Criterion aggregation: After having determined the risk
level of each metric, the various metrics can be aggregated
into criterion.

TABLE |
RISK LEVELS SCALE
Risk level Interpretation Value
RL1 Small 1
RL2 Medium 2
RL3 Strong 3
RL4 Very strong 4
RL5 Unacceptable 5

Metrics composing into criterion have a specific weight
(Wmi) given by domain experts, that specified the importance
of each metric in the criterion building. Thus, the adopted
aggregation method is a weighted mean using these weights.
Criterion risk level will be computed using the following
formula:

RL(C) =, RL(M)*W, I/ W,)]. )

where C is a criterion, m is a metric, RL(.,;) is the risk level
for the metric m;, Wy, is the weight of the metric m; and n is
the number of metrics for the criterion.

In order to obtain an integer value, this computation results
are rounded to the nearest integer value.

C. Services Interdependencies Linking

Using the weighted interdependency functional model,
each CI service will send normalized criteria risk levels,
furthermore a service that receives criteria risk levels can use
them to compute a risk linked to its dependencies. For
example we can consider critical infrastructure with services
S1, S2 and S3, which require a service Sp from electrical
power supplier. Since services of involved Cl have been
described and evaluated in the same measure system, the
dependency weight values should be assigned to each
dependency Sp —Slwith Wy, Sp — S2 with W, and Sp
—S3with W, In case of interdependencies of several
infrastructures and services this analysis will be considerably
more complex.

D. Interdependencies Modeling Using UML

The increasing role of modeling in software system
development promotes a methodology, mostly represented by
OMG’s solution for system abstraction, modeling,
development, and reuse—Model Driven Architecture (MDA)
[15]. The key component of system modeling, which
underlies the principles of MDA—Unified Modeling
Language (UML)—is a widely accepted standard for
modeling and designing different types of systems and is used
to define several kinds of diagrams, their elements and
notation [16].

The MDA models can be formally expressed by any sort of
modeling language; however UML has been the dominant
choice. The use of models allows us to create high level
descriptions of the system. The main goal of MDA is to
provide the ability of automated transformations from
platform independent models into platform-specific source
code. Thus the models in MDA can have two different forms.
The first form of models is the models that are independent of



the operating platform. These types of models are called
Platform Independent Models (PIM).

PIMs are abstract models that do not directly map to a
specific environment. In order to perform the PIMs, Platform
Specific Models (PSM) should be created. For instance the
model of CI interdependencies expressed in UML and created
during the study (described in Section IV of the paper) using
StarUML tool [17] is platform independent and can be
classified as a PIM. However to be able to create a real
simulation, an agent based tool should be selected to apply it
for model simulation. The PIM should then be transformed to
a PSM to make it executable. Thereby the idea of problem
domain abstraction from programming details and set of
models proposed by MDA is borrowed for the analysis and
implementation of risk level assessment for critical
infrastructure.

IV. WATER SERVICE PROVIDER CASE STUDY

In order to show the feasibility of the methodology a
reference scenario is applied in this section, the UML use
case diagram is created and the appropriate object interaction
expressed in terms of the UML sequence diagram is
summarized in the UML class diagram.

A. Situation Description

The reference scenario is composed of a high level
representation of water utility (Talsi Water), which presents
interdependencies with energy provider (Latvenergo CI) and
a telecommunication provider (GSM Operator CI). This
scenario is demonstrated as an example for validating the risk
based methodology. A more complex and realistic
representation is not possible due to the lack of the data and
this work space constraint.

The risk analysis of Talsi Water CI has identified the
critical services and interdependencies shown in Fig. 2. In
addition, Fig. 3 shows how each service is composed of
components needed to provide the service.

Latvenergo

Billing
service

Fig. 2. Interdependencies between services and services providers.

As it is shown in Fig. 2, Talsi Water Cl provides water
supply, billing and customer care services. Water supply
services utilize infrastructure components, for example, water
supply service is based on water pumps, SCADA for water
supply management, water meters and sensors — transmitters,

data transmission gateways and data centre equipment
(servers, data bases etc.) [18]. Data transmission gateway
infrastructure relies completely on GPRS service provider.
The part of the infrastructure components is shared among
services, for example, data bases and servers.
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Fig. 3. Talsi Water services decomposition.

To simplify the example, it is assumed that the main
infrastructure or GSM operator at reviewed territory consists
of the base stations, which enable data traffic and SMS
services for water supplier. It is assumed that the data
transmission (GPRS) service and the GSM service would not
be able to provide the service without power supply services
(base station batteries enable back up for a few hours).

Fig. 2 also reveals the internal service interdependencies of
Talsi Water Cl, as well as those between the Talsi Water Cls,
Latvenergo and GSM Operator’s Cls. Customer service and
Billing depends on the data provided by Water supply service
of Talsi Water. In its turn Water supply service depends on
Data service and SMS service of GSM operator and also
depends on Power supply service of Latvenergo.

B. Interdependencies Modeling with UML

In order to create the UML model of interdependent CI we
apply StarUML, an open source UML tool, licensed under
General Public License (GPL).

Use cases. As an example of the UML use case diagram,
showed in Fig.4, let us consider the risk level assessment of
integrated water supply service, which is influenced by data
service of a telecommunication operator and power supply
service of Latvenergo.

)‘i Perform_approach_to_calculation_of_RL_integrated_wss

Water_Dispatcher <<include>> . '
£

Assess_RL_Telco_data_service “<<include>> <<include>>

Assess_RL_power_supply_service
Assess_Internal_RL_water_supply_serv

Fig. 4. Use case diagrams for the risk level assessment

We use the actor symbol to represent the agent that
activates the use case, which in our example is a water supply
dispatcher, who wants to know the integrated risk level of
water supply service.



The relation between the use case “Perform approach_to
calculation_of RL_integrated wss” and other use cases are
represented by the relationship’s stereotype «include»
graphically depicted with a dashed arrowed line beginning at
base use case and ending with an arrows pointing to the
include use case.

Sequence diagrams. The detailed description of the
interdependencies modeled through the use case diagrams is
provided by one of the sequence diagrams in Fig. 5, which
refines integrated risk level of water supply service. We have
decided to use the sequence diagram because it focuses on the
participants (agents, infrastructures and services) and links
(interactions and interdependencies). Moreover the sequence
diagram allows providing a clear description of the object
interaction, message ordering, and the synchronous and
asynchronous messages.
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A

: Water Dispatcher

: ApproachPerformerClass

1 : perform_approach()

2: azss_i nkernal_RL_wss()

D asse%s_RL_pss()

D asse%s_RL_tds()
5: comﬂte in}egrated_RL_wss()

6 : result

Fig. 5. Calculating of integrated risk level of water supply service.

Furthermore the sequence diagrams describe in the similar
way participants, interaction and interdependences in other
use cases, but due to the lack of space we do not describe
them in this work.

Class diagrams. Fig. 6 shows nine classes, where five of
them represent water supply service and its components, one
class represents power supply service, one class represents
data transmission service and one class (Approach Performer
Class) starts and controls services risk level assessment
process. Operations reflect the activities executed by each
class (see Fig.5). The parameters of attributes and operations
in each class have been omitted in the interest of figure
clarity. One particular class, namely “Metrics”, have been
created in order to describe parameters of classes’ attributes
and classes’ operations. The class has attributes “value”,
“weight” and “reference level” that are referred to service
parameters (availability, confidentiality and integrity).
Creation of particular class makes sense since unified
normalized parameters are applied to divergent CI.

The ontology proposed in Fig. 6 was created in order to
study CI interdependencies of the particular city, but can be
readily adapted to other cases, taking into account the
specifics of each city.
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Fig. 6. Interdependencies Class diagram.

V. DISCUSSIONS AND FUTURE WORK

The four modeling steps are described in this work, they
are service components definition and risk assessment,
measurement aggregation, services interdependencies linking
and CI interdependencies modeling using UML. In this work
we employed an idea to abstract and to decompose services to
a small set of common parameters; therefore three parameters
were chosen to evaluate the state of services of different ClI
(confidentiality, integrity and availability). The main
advantage is that the model is easily extensible for including
additional parameters and is ubiquitous for heterogeneous CI.
Another benefit of the CI security model for businesses is the
ability to compare different types of infrastructure using
common risk related parameters. Therefore our hypothesis,
asserting that may reduce the complexity of a service through
abstraction to a common (risk related) set of parameters and
to interpret the information received from dependent Cls or
Cl services, demonstrated its viability.

The approach enabling critical information sharing among
service providers allocated in neighborhood looks quite
attractive, because it helps to Cl owners to make more
qualified decisions and to plan risk mitigation actions.
However, the question is how to encourage service providers
to elaborate, refine and issue critical information to other ClI
owner.

In this paper authors use the modeling notation offered by
UML and the idea of information abstraction in models
defined at different levels of abstraction proposed by the
Model Driven Architecture (MDA) approach. The developed
model is completely platform independent.

An example of dependences of water supply and
telecommunication services from the outages happened in
power greed is described aiming to study ClI
interdependencies of the particular city; furthermore the
ontology proposed in this work can be readily adapted to
other cases, taking into account the specifics of each city.



One of the approach limitations is necessity to involve
experts for weights definition; therefore future work should
focus on enhancing weights definition on the functional
model, transformation static into dynamic weights making the
model less dependent from expert knowledge; looking for the
methods for on-line monitoring of CI and mutual alerting of
the critical levels of interdependent services. Future work also
should focus on enhancing universal approach to services
decomposition and measures aggregation for heterogeneous
ClL.

Another limitation is that simulation of critical
infrastructures is not a task of this work; therefore we plan to
transform PIM, developed in the research, into platform
specific model. The intended PSM will be based on an agent
based architecture because we need to get input from
distributed  systems such  power supply systems,
telecommunication networks and water distribution networks.
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