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INTRODUCTION

This research investigates the problem of calculating the level of the anomalous behavior
of the user of an electronic information system. This type of problem is important for a variety
of electronic systems that provide access to financial, medical, military and similar sensitive
data. Such systems are well protected from external threats; however, nowadays the biggest
danger comes from internal threats which are caused by lack of monitoring activity of already
authorized users. At the same time, financial, reputation and information losses due to loss of

important information in large companies can be significant [18].

Theme topicality

The detection of anomalous behavior of electronic information system user requires
complex method for its solving [71]. Existing decisions focus on monitoring anomalies of
separate components of the target system. Creating a complex approach that provides
protection at all levels of functioning of complex information system is a difficult theoretical
and technical problem. The base approach described in this research is based on the use of
Markov chains [35] and allows obtaining effective and fast (by using the Markov property
[50, 62] of the lack of memory) classifier of the user request level of the anomaly. Further
increase of its calculation rate is topical because requirements to user queries processing time
constantly increase. Methods for improving the efficiency of basic approach are

also developed.

Research objective

The main objective of this research is to develop and study possibilities how to increase
efficiency of the user’s anomaly behavior detection, to the usage of behavior profile adjusted
to specifics of the appropriate person behavior and taking into consideration initial set of
requirements.

To achieve the set aim, taking into account the existing limitations, it is necessary to
implement the following tasks:

e to investigate the existing approaches to formalization of user behavior and their use

in anomalous activity detection;
e to investigate possibilities of realization of User Behavior Profile and Personal
Adaptive Profile of User Behavior;

e to develop methodology for comparing User Behavior Profile and Personal Adaptive
Profile of User Behavior and using it to implement a comparative analysis;

e to develop experimental software environment and to conduct experiments for

comparing efficiency of anomalous behavior detection using both approaches. If



possible, to show that Personal Adaptive Profile of User Behavior in general will be
the best classifier of anomalous behavior;
e to develop methodology for introduction of the developed approach to modern

information systems of different structure.

Object of research

The object of the research is a user behavior profile based on Markov chains. This
approach is used to determine the level of anomality in behavior of the the user of complex

electronic information systems.

Hypothesis of research

Basic hypothesis set in this thesis is as follows: user behavior profile based only on data
about his personal interests within the framework of the system will most effectively calculate
the anomaly level in his (user) behavior.

Within the framework of basic hypothesis the following lower-level hypotheses are set:

e the use of the graph of Markov chain is a rapid and effective method of formalization

user behavior;

e there is the possibility to compare efficiency of user behavior profiles;

e behavior of different users of the target system leads to different behavior profiles.

Research methods

When building a profile of user behavior, the methods of graph theory and Markov chains
are used. The evaluation of the effectiveness of established behavior profiles is carried out by
methods of information theory, mathematical statistics, probability theory and frequency
analysis. To generate synthetic data on the behavior of users, data mining methods and
probability theory is used; for behavior profile training and validation testing machine
learning approaches are employed. As a basic research method, a technique of carrying out
experiments is established which consists in building an experimental system that allows

testing different characteristics of the profiles created.

Scientific novelty

The main achievements described in the dissertation that meet the criteria of scientific
novelty, are the following:
e As a more efficient classifier anomalous behavior a method is proposed, that takes
into account the behavior of each user of the target information system.
e A method for dynamic changing the threshold for the level of abnormality, is
proposed for more accurate operation of the final classifier type of behavior.



A method for the generation of synthetic data containing different priorities of user's
interests is proposed by the use of the exponential distribution with different values of
its parameters. Also the possibility of using other types of distributions is pointed out.
A technique of comparing the effectiveness of behavior profiles is implemented using
different approaches trained on data having a variety of characteristics and containing
different values of internal variables.

Obtained estimates of the impact of the internal parameters of the profile behavior on

the accuracy of classification type of behavior.

The practical significance

Fundamental difference of the researched type of attacks from other methods of

intrusions is that after successful passing of all authorization and authentication procedures,

the user has an access to plenty of different services, but specifics of his professional activity

increases frequency of usage such services, which are used more frequently. So the task is to

detect atypical usage of the system services, in case if they are fundamentally available for

usage.

At present the threat of internal attacks is important among various electronic information

systems. The considered method can be realized in various information systems:

different public and private institutions [medical institutions, credit organizations,
e-libraries, archives, local governments, political and public organizations, police,
military, tax and bank authorities] have access to the information that has to be
limited;

it is possible to create profile of typical owner of portable devices, for example —
mobile phones. In this case, features of usage of device will be analogue of person's
digital signature;

the considered method can be used not only for the construction of behavior profile,
but also in other tasks, where sets of data determine the specific of their author. For
example, construction of author's writing style based on his works;

the approach developed for the generation of artificial data about the use of the
system by a person with various priorities of interests can also be used for

development of different software systems.

Approbation of the work

The main stages of research and their results are presented at the following scientific
conferences:

1. DMC 2013 — prudsys User Days 2013, Jule 2013, Berlin. www.data-mining-

cup.de/en/ (Osipov P. Anomaly Detection Using User Behavior Profile and Its

Implementation into a Distributed Information System).



2. IADIS Multi Conference on Computer Science and Information Systems 2013
(MCCSIS 2013), July 2013, Prague. www.iadisportal.org/mccsis 2013 (Osipov P.
User Behavior Profile Implementation for Distributed Information System).

3. XVI International Youth Forum ,Radio Electronics and Youth in XXI century”,
17-19 April 2012, Kharkov, Ukraine (Osipov P. A. Identification of Transaction
Types using standard Clinical Document Architecture).

4. 1% International Symposium “Hybrid and Synergies Intelligent Systems: Theory and
Practice”, (GISIS 2012), 29 June — 2 July 2012, Kaliningrad, Russia (Osipovs P.,
Borisovs A. Approaches to the analysis of information systems user behavior
modeling).

5. RTU 53" International Scientific Conference dedicated to the 150" anniversary and
the 1% Congress of World Engineers and Riga Polytechnical Institute/RTU Alumni,
11/12 October 2012, Riga (Osipovs P., Borisovs A. Modern Approaches to Creating
User Behavior Models).

6. 8" International Scientific School “Modeling and Analysis of Safety and Risk in
Complex Systems” (MA SR — 2011), 28 June — 02 July 2011, Saint-Peterburg,
Russia. (Osipov P. A., Borisov A. N. eHealth System Anomaly Activity Detection,
Based on User Behavior Model).

7. RTU 52" International Scientific Conference. 13—16 October 2011, Riga, Latvia
(Osipovs P., Borisovs A. Deferred — A New Approach to Time-Critical Task
Realisation).

8. Baltic Congress on Future Internet and Communications (BCFIC Riga 2011),
15-18 February 2011, Riga, Latvia. (Osipov P., Borisov A. Simulation of Typical
Behavior User Using Markov Models).

9. International Scientific Conference of WEB-designers (WebConf 2010), May 2010,
Riga, Latvija. (Osipovs P. Detection of Authorised Users Anomaly Behavior).

10. RTU 51* International Scientific Conference. Subsection "Information Technology
and Management Science". Riga, Latvia. 2010. (Osipovs P., Borisovs A. Improvement
of Markov models for Anomaly Detection Systems).

11.RTU 50" International Scientific Conference. Riga, Latvija. 2009 (Osipovs P.,
Borisovs A. Usage of Ontologies in Systems of Data Exchange).

Research results obtained in the thesis, are approved in the project: "e-StepControl,
identifying suspicious activities", SIA "ABC SOFTWARE", 10.2013-04.2015.

Publications

According to the research carried out in this dissertation, 14 scientific articles was

published. Most of the publications are cited in various international digital libraries. Full list



of publications of the author is included in the general list of information sources, presented at

the end of this paper.

The main results

The basic results obtained within the framework of research and development of the

doctoral thesis can be set as follows.

1.

The analysis of the existing modern approaches for anomalous behavior detection of
users of information systems is made. During research it has been concluded that
none of the considered approaches provide complete implementation of all set
requirements.

The existing methods of construction and formalization of user behavior based on the
use of different variants of the Bayes networks, ontology engineering, mobile agents

are investigated and analyzed.

. Possibilities of application of Markov chains in the tasks of formalization of user

behavior profile are investigated and it is shown that the correctness of the set lower-

level hypothesis is confirmed.

4. Basic approach for creation and use of general user behavior profile is developed.

To increase efficiency of the basic approach for intrusion and anomalous behavior
detection, the method using the Personal Adaptive Profile of User Behavior
is developed.

The methodology for assessment of the efficiency of behavior profiles is developed; it
allows implementing a comparative analysis of the Personal Adaptive Profile of User
Behavior and General User Behavior Profile.

The developed method of dynamic threshold of the anomaly level allows improving

the efficiency of user classification on "normal" and "anomalous".

. Using the developed methodology for user anomalous behavior detection, a

comparative experimental analysis of the efficiency of the Personal Adaptive Profile
of User Behavior and General User Behavior Profile is implemented.
Different sets of experiments as software system are developed and realized, which

allows estimating different descriptions of behavior profiles.

The structure and content of the work

The work consists of an introduction, five parts, conclusion and bibliography. Volume of

work — 144 pages, 91 images and 21 tables. The list of references consists of 108 entries.

In the introduction, main area of research is described, the basic concepts are defined,

objectives of the research are formulated, and a list of the main tasks and hypotheses is

presented.



Chapter 1 is devoted to the current state in research field of the detection of abnormal
behavior. Various approaches to anomalies detection in the data and to building profiles of
user behavior are described.

Chapter 2 is devoted to the consideration and formal description of the basic algorithm,
the definition of metrics used for the classification, evaluating the total complexity of the
algorithm and its strengths and weaknesses discuss. In order to improve the basic algorithm
the use of Personal Adaptive Behavioral Profile and Anomaly Evaluation Dynamic Threshold
is suggested.

Chapter 3 deals with the theoretical approaches to evaluating the effectiveness profiles
of user behavior, based on probabilistic characteristics and methods of information theory.

Chapter 4 is devoted to the description of the developed experimental system. The basic
restrictions on the process of calculating the level of abnormality of each user request are
formulated. Specification requirements for the experimental system are defined. The general
structure of the developed system, the main approaches and technologies used in its
implementation are described.

Chapter 5 is devoted to the description of all experiments conducted. As part of the
achieving main disseratioon goal, each set of experiments produced describes the details of
behavior profiles from different sides.

In conclusion, state the main results and conclusions of the work are discussed.

BRIEF DESCRIPTION OF THE WORK CHAPTERS

Chapter 1. Intrusion and anomaly detection task in electronic information
systems

Within the framework of this research this term means behavior that differs from normal
user behavior. In a general sense “anomaly” is deviation from a norm, some error, difference
from typical regularity (target for the system). For detection of anomalies, at first we should
choose a set of target object parameters used for the calculation of its characteristic values.
Then, having a set of measured characteristics it is possible to estimate target object based on
their values depending on a set of selected characteristics, as well as on how they describe
target object. As a result, the same object can be “normal” or “anomalous”, using the same
method, but with different base characteristics.

Within the framework of providing information safety, the concept “intrusion” is a series
of actions made by a computer or computer network in order to get illegitimate access to the
stored information [9]. Intrusion can be made from inside or outside of the target system.

Basic types of data threats in case of successful intrusion are the following.
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Disclosure threat (confidentiality) — arises in case if confidential information
becomes available to the third persons.

Integrity threat (integrity) — arises in case of intentional modification of
information.

Service refuses threat (availability) — impossibility for legitimate user to get the
required information. Depending on non-availability time of target documents, they

can save and lose the status of importance.

The system is considered compromised in case of arising significant probability even one

of the mentioned threats.

There are [9] three basic types of intrusion detection techniques.

Misuse Detection (MD) — based systems use the bases of templates of typical
attacks that they can detect. Anomaly Detection techniques theoretically allow detect
new types of intrusion, based on used models.

Anomaly Detection (AD) approach can detect new types of intrusions, based on its
models use.

Hybrid methods of IDS realization (HIDS) can include advantages and
disadvantages of Misuse and Anomaly based methods. Mostly systems, realizing such

ideology can find out typical types of attacks, as well as new, not known.

In this research, an approach based on the idea of Anomaly Detection is used, so the use

of templates of the attacks cannot respond quickly to sudden abnormal behavior of the

malicious user, if this attack template is not represented in the existing templates base.

The main requirements to the system for the level anomaly calculation are as follows:

possibility of system self-education, without the involvement of experts;
minimum amount of information from the target system is required for analysis;
maximum level of isolation between the created system and the target system;

calculation speed of the level of request abnormality must allow doing it in real time.

The analysis of existing approaches functionality has showed that, within the existing

requirements, none of the approaches analyzed can cover the required functionality

adequately.

Research of the methods [80, 82], used for construction of formal user behavior profiles

provided possibility for development of own type of behavior profile, taking into account all

required functionality. The analysis of the approaches used for solving anomaly detection

task [79], provided the basis for the choice of the most appropriate variant of realization its

own system in this area.
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Chapter 2. Markov chains in the task of detection anomalous activity

The basic approach used is based on a graph of the Markov chain usage to represent the
data regarding the behavior of the user [76, 74, 71]. The overall process of creating a profile

behavior, when on the basis of data on the behavior of the user a graph of the Markov chain
builds, is shown in Fig. 1.
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Integrated representation l \ XX\
of target distributed
services set Login | | Tr.A | |Tr.N | | Tr.N | | Tr. A | | Tr.Z | | Logout
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8 Behavior

Profile

3
3

Fig. 1 General approach for UBP creation

Further, already trained profile used to analysis the level of anomality of the user
behavior. More details of this process are described on Fig. 2.
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Fig. 2 General scheme of the used approach, in case of “#ypical” behavior of the user
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The user inquires a certain transaction at target system. Internal module of security

system inquires level of such query anomaly at the module of anomalous behavior detection.

The module of calculation of anomaly inquires UBP that corresponds to current user,

applying the functions of anomaly layer metrics receipt, the module receives necessary value.

If anomaly level is higher than a certain threshold, anomalous behavior is considered as

detected, if lower, a query is considered as typical for the user. Final conclusion is send to

basic module of security system, which decides how to take into consideration the obtained

result.

Formal description of the basic algorithm. Basic algorithm for detecting abnormal

activity includes the following steps:

building the profile of user behavior;

calculation of metric values and determine the value of the classifier level of
abnormality;

calculation of the level of abnormality of each user's request;

update of Behavior Profile on the basis of new data of system usage by user.

Profile education. Assume the following notations:

Alphabet £ — full set of all possible transactions of the user;

Window size (w) — number, amount of alphabet ¥ elements; their set forms one node
of Markov chain;

Z — the maximum level of penalty in case of absence node in behavior graph what
describes the requested state;

r — level of the metric value, for the recognition query as “abnormal”.

Special empty symbol O is added to the alphabet X. Initial value of window (w) is set.

Initial state of Markov chain is determined as suite of length w, consisting of zero symbols.

Two operations for traces are set: 1) operation next (o) returns the first symbol of suite ¢

and moves ¢ on one position to the left, i.e. next(«abcdy») returns and renews suite to «bcdy;

2) operation shift(c, x) moves suite ¢ to the left and adds the symbol x at the end of suite, i.e.
shift(«abay, c) = «bac».

The cyclic process of Markov chain forming consists of the following steps:

1.
2.
3.

suppose ¢ = next(c);

set <next state> = shift(<current state>,c);

increase meters for the state <current state> and transition (<current state>,
<next state>);

renew <current state> to the value <next state>.

13



Also sets or updates the value of the transition probability for an arc between nodes
describing the previous and current state.

The calculation of the anomaly level for a user’s transaction. Implementation of the
procedure of calculation of anomaly layer is performed for each transaction inquired by the
user. Two internal variables X and Y are set; their values are tracked during work session.
Initially (for the first transaction — “logging in”) they have the fixed value; it is allowed to
use values /, 0 or to calculate on the basis of values of different internal parameters.

On the basis of the constructed Markov chain containing the template of “normal”
behavior for each step, metrics p(a) is calculated that determines status of current state and
variables X and Y.

Two variants of X and Y values calculation are possible at each step, depending on the
presence in current behavior graph arc of the transition from the previous to the current
state fi—pfi+ 1.

Y=Y+ F(s, (s, ")
X=X+ G(s, (s, s").

There is a transition:

There is no transition: Y=Y+Z7
X=X+1.

Value of the metrics p(a) is calculated as the ratio Y/X. Metrics p(a) shows, how current
profile predicts suite a, i.e. the less is value, the more precisely Markov chain predicts suite a.
As p parametrized by functions F, G and number Z, then different selection of " and G will
change behavior of classifier that adds possibility to be adjusted according to subject domain.

The classifier f constructed from metrics p as follows. Suite a is classified as anomalous,
if metrics p for current transaction exceeds target threshold value 7.

Classifier f, allowing to determine whether the user's behavior is ,normal” or

»abnormal” is determined based on the value of the metric pu by the formula ( 1), where the

value of ,,1” corresponds to the anomalous and ,,0” — normal user behavior:
_ (L, pl@>r }
fla) = {O, otherwise)’ (1)

There are several methods for computing functions X and Y [71]. In this research, the
following approaches: frequency metrics, probability metrics and metrics based on the value
of the local entropy. The most suitable method is selected depending on the characteristics of
the current problem domain. Also fla) may be calculated using metrics in same time, and it

will be enough to detecting the presence of abnormality in at least one of the results.

14



Parameters of algorithm and their impact on the quality of result. Since many
parameters are used in the construction of classifier, determination of their values impact on
the quality of resulting classifier is essential. In addition, it is important to determine the
values of metrics of classifier processing power, which are calculated on the basis of both
initial sets of traces T and T,.omal-

The quality of the created classifier depends on initial training set Tjuning and the
following parameters: size of window w, type of functions F(s,(s,s’)) and G(s,(s,s")), value of
parameter Z, threshold r. Possible variants of calculation F, G and Z are considered above; w
and r are considered below.

Selection of size of window w may be disputable, because small values contain not
enough information, but large value is adjusted exactly to training set (over fitting [41] — a
classic problem of re-training). If to perceive metrics () as measure of difference between

Markov chain and analyzed step, i.e. the less it is, the better fragmentation, then discrepancy

D 0T, u(o)

for all trace in all training set IXT,) can be obtained using the formula: =————

2.oel,|ol’

It is equal to relation of sum of metrics values for all steps to the sum of the values

applied to each node of Markov chain.

Similarly it is calculated discrepancy of trace to anomalous IXT,) . Size of window w is

increased, while difference (7, )—D(T,) is higher than specified value, i.e. the classifier

divides these two subsets.
Regarding to parameter r that is a level, in which the value of metrics for a step is

determined as anomalous, in this case it is important to use optimal value. In this research its

value is specified so that the number of trigger T, approximately corresponded to training set
with the templates of anomalous behavior.

Advantages and disadvantages of the base algorithm. The list of basic advantages and
lacks is shown in Table 1. In spite of the fact that the number of lacks is more than the number
of advantages, advantages are more significant, especially taking into account the existing
limitations and requirements to the system.

Improvement of the base approach. To improve the level of the anomaly detection and
to eliminate basic lacks of basic approach, it was suggested to change general profile of class
of users with personal profile.

Personal adaptive profile of user behavior. One of basic disadvantages of profile for role
of users is that behavior of plenty of users (Fig. 3), even by same role inside of target system
can have large uncertainty. As a result, UBP constructed on the basis of such data will
describe behavior of some general representative of role. Such general profile describes

behavior of each user of role similarly.

15



Table 1

Advantages and lacks of base approach

Advantages

Lacks

Possibility to update behavior profile
automatically in case of new data about
the actions of user.

The structure of algorithm allows easy
implementation of processing large
number of profiles at the same time. It
gives an opportunity without
considerable effort to increase the
system processing power, if it is
required increasing the amount of
served users.

Base algorithm does not require a lot of
input data for its work, minimally
sufficient evidence of three types:

e unique identifier of user;

e identifier of its role;

e identifier of made transaction.

Base algorithm can be easily extended
with new types of metrics.

Construction of UBP — is difficult and time-
consuming task.

In the task of updating UBP a significant problem
is determination of criteria for activation of user
profile updating.

Data about behavior of different users united by
same role inside of target system have different
statistical characteristics; it makes a final model
too general.

Determination of limit values for UBP, which
exceeding is considered as anomalous behavior
(intrusion), depends on the specific of current
subject domain and cannot be formulated in
general.

Possibility to hide illegal actions, combining
“good” and “bad” requests.

Additional load on the system, arising out of
functioning the system of analysis each transaction
in real time.

Presence of confidential information in data of the
system.

To increase accuracy of analysis of user behavior it is assumed to use Personal Adaptive

behavior of one — target user (Fig. 4).

Fig. 3 General profile

UBP (PAUBP). Such profile will include information about a specific and features of

D
VA

Fig. 4 Personal profile

Profile adaptivity is provided by the procedure of continuous updating of profile on the

basis of user activity. When a user completes session, with the condition that anomalous

behavior is not detected, data of session are used for updating the appropriate PAUBP.
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As the main advantages of PAUBP approach, more accurate detection of anomalous
behavior of a particular user can be distinguished; as well as permanent adjustment to the
changes in behavior of the target user and flexible assigning of different profiles to one user.

Dynamic threshold of anomaly level. The method used in the base algorithm, when level
of anomaly is determined by fixed value of constant , in general case is not the best. By
increase of general value of metrics its level can exceed the set threshold and then even
typical behavior will be considered as anomalous. As a result, we get the following situation:

e at the presence of constant “normal” behavior, the stationary values of the anomaly

metrics is provided;

e then in case of receipt of anomalous queries, the level of metrics decreases;

e then many “normal” queries follow, which provide the stationary values of the

anomaly metrics again, but already at lower level.

To solve this problem, the method with usage of dynamic threshold — r* is offered. In
this case value r* is calculated every time, when a response returned by the module is
calculated. In other words, »* — is the appropriate value of current dynamic threshold for
every calculation of anomaly level for received query.

The dynamics of change in the threshold of the anomaly, for behavior of some test user,

is shown in Fig. 5.

18
16
14
12
10

e Anomality metric
value

Anomality level

e= e= Dynamic anomaly
threshold

t1 2 t3 t4 t5 t6 t7 t8 t9 t10 tll t12
Requested transaction

Fig. 5 Levels of the metric values stabilization

Chapter 3. Estimation of efficiency of user behavior profile

There are different methods for estimation of efficiency of information systems [98, 19].
Depending on the specific of the researched task, general efficiency indexes (reliability,

authenticity and safety) or set of personal indexes (characterizing pragmatic, technical,

17



technological and operating efficiency of the system) are used. Depending on the selected
basic criterion and the system of indexes, different mathematical methods for estimation of
efficiency of difficult systems are used.

Probabilistic characteristics for estimation of quality of user behavior profile. Using
probabilistic method, the estimated object is considered as a “black box” [29]. Comparison of
objects is implemented by implication, by comparison of statistical parameters.

As applied to UBP, such method can be the following — to compare characteristics of
metrics issued by the profiles trained on different selections. Significant difference in training
selection has to be shown on resulting quality of detection anomalous behavior.

Using such method, profiles can be considered from the point of view of their difference
from general profile of class, as well as of statistical properties, when dispersions and values
of standard deviation of sets of values of metrics from different profiles are compared.

Interest levels are schematically shown in Fig. 6. 4 in this case is a full set of all possible
types of queries in target system. Then A4' is subset of interests only part of users united by
same role inside of target system; A" is a subset A' that shows specific interests of a certain

user. It is obvious that a profile that shows interests of group 4', will have other statistical

characteristics in comparison with A'.

Fig. 6 Interest levels nesting

Presenting gradation of interests in such way, it is possible to determine probabilistic
characteristics for estimation of quality of UBP. In this case quality of UBP can be
estimated by expression “1 — probability of erroneous conclusion of profile” [50].
Accordingly, for certain behavior such profile is better, which has less probability of error of

both types (when “anomalous” behavior is interpreted as “normal”, or vice versa):

Q(UBP) = 1 — (p(Errsp,) + p(Errsn,)),

where Q — general concept of profile suitability;
p(Errs,,) — probability of the first type error (False positive error rate);
p(Errs,,) — probability of the second type error (False negative

error rate).
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Usage of such method gives an opportunity to show efficiency of GUBP in comparison
with PAUBP, when framework of general profile allow to implement a lot of various actions
that will be perceived as “normal”, while personal profile describes more limited subset, and
probability to access for off-site person is less.

Methods of information theory for behaviour profile quality estimation. Basic
characteristic for estimation, using information criteria, is information carrying capacity
[19, 90, 4, 34]. The higher it is, the more effectively the system operates, the more
information it receives from every report. So, it is enough to compare efficiency indexes for
detection anomalous activity using GUBP and PAUBP. In this case, unit of measure of
estimation is entropy of every report on the action implemented by the user. That gives an
opportunity to compare these indexes using different methods (Fig. 7).

H,

A 4

L

A 4

C,

H,

A 4
A 4

H; I; C;

Fig. 7 Efficiency comparison using entropy difference

The figure used the following notation:

H, — initial entropy of the system without using UBP;

H, — entropy of the system after introduction GUBP;

Hj — entropy of the system after introduction PAUBP;

If — average amount of information, replacing one profile by other (I, = H; —
Hy; I3 = Hy — H3);

C; =1\t — information carrying capacity of the system using the profile j for analysis

of transaction .

As a result, the system with larger value C will be more effective accordingly:

E= {Cz, Cy; > C3
~ |C;, otherwise’

where E  — the most effective profile.

Chapter 4. Programmatic realization of experimental system

In order to show that theoretically operable system can solve real tasks, programmatic
platform has been created for the realization of experiments. All operations described in
theory are realized using Python [59] and PHP [29], programming languages, the

infrastructure for the realization of experiments has been created.
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For realization of experimental research of developed theoretical method, programmatic
system has been created. General structure of the system is shown in Fig. 8. Basic entry point
shows available menu for implementation of experiments. The system is divided into logical

modules. Each module implements the part of required functionality.

Synthetic behavior data generation
* module

.

Main entry point of interface

User behavior object management
module

eStepControl. Admin panel

v

Experiments Related objects
Mmanagement management » Experiments management module dat
Dperments manage SeLmon s 1
Expenments evaluate Unens L
Dpesmerts logs Profies
> Experiment evaluation module
[

v

Analyze and visualization of
g experiments results

Fig. 8 General strusture of experimantal system

Session generation module users behavior sessions generation with different required
characteristics. The generation of behavior sessions can take place in two modes: manual and
automatic.

Behavior profile management module creation, training and deleting of UBP
programmatic copies.

Experiments management module direct initialization of experiments. Every
experiment has a purpose, set of used behavior profiles, and used set of sessions.

Experimental realization module experimental process management. After creation, the
experiment can be carried out more than once, its data can be changed, new sessions can be
added, and internal parameters can be changed.

Result showing module typical result of the experiment can be dynamics of change of
anomaly layer. In this case the module will show the graph. Specialized experiments have
other purposes — accordingly get other results. In this case the module can show the graph or
to provide raw data for their processing in ,,MS Excel” [10] or “Statistica” [44]. Typical
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results of the experiment can be dynamics of the change of the value of the anomaly, in this
case this module will display its graph.

Limitations of test subject domain. Subject domain has strict requirements to rate of
processing of every transaction: the upper threshold of time of processing for 100 models is
selected, which is equal to 500 milliseconds.

Basic descriptions of distributed model for realization the system. Practically all
servers realized in language Python apply one of following approaches to handle incoming
requests:

e usage of system processes;

e usage of light-weight processes (system threads);

e Deferred approach.

Deferred approach [92, 81, 34]. The essence of this method is the following: at the
receipt of query the module responsible for its processing is called; its function is to process
event “Calculation completed’ and then a server “forgets” about the received query and does
not consume resources for its support. Later a query is fully processed, a server receives a
signal about occurrence of event “Calculation completed” and a result of calculation, function
that serves a response is called.

In the work, experiments are carried out with all three approaches to handling
incoming requests.

Testing of query processing speed. As candidates for the role of basic server processing
the incoming requests for the calculation of the anomaly level in the system three popular
Python servers have been chosen: Twisted [29], Tornado [102], Cyclone [20].

In Fig. 9 total mean time of response of all servers used in this testing is shown, but not
with the emulated artificial delay, but with real loading of the model and implementation of
several operations. It is obvious that, as well as in initial tests, Deferred approach shows the

best results.
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Fig. 9 Response time for different servers
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Methodology of the created system introduction. In the terms of real tasks, not always
it is possible to understand the efficiency of the developed approach within the framework of
different target systems. Approaches to the construction of information systems can differ
significantly depending on requirements to their structure, level of availability and data safety.
As a result, there are a lot of complex information systems with different architectures,
platforms and methods of realization, but it is important for all of them to get possibility to
determine the cases of user anomalous behavior.

How can the organizer of complex information system determine that approach for
anomalous activity detection developed within the framework of this research can be used?

Basic descriptions of the target information system are specified below to show necessity
and validity of introduction the system similar to developed in this thesis.

e Presence of sensitive data. If the system does not use such data, necessity to introduce

such complex approach decreases significantly.

e Distributed structure of the target information system realized on the basis of unified
integration platform. If the target information system consists of dissimilar blocks not
unified in common logical scheme, the possibilities of introduction the created system
can be limited.

e Presence of possibility to store and access to data about user queries. If such data are
not available, there is no basis for training of behavior profiles.

e Presence of safety providing module in the target information system. The developed
approach allows estimating the anomaly level of user queries, but external safety
module makes decision about the actions that have to be done.

Introduction of such functionality has to be available within the framework of set time,
budget, software and hardware expenses. As a result there is a requirement of unification of
external interfaces of the created system in order its introduction in different target platforms
will be limited with setting and testing of availability of the required software services.

The created system for the analysis of the anomaly level of user query requires at least
three types of the incoming data: unique identifier of user, identifier of his role and identifier
of transaction he made. Additionally, for training it is necessary to have data about the
previous sessions of work with the system.

As a result the system has to realize at least four internal interconnection interfaces for
data transmission of each above mentioned types.

Depending on the availability of all required data, it is possible to specify four types of
the target systems (Table 2). Depending on the type of the target system, described in the

section, interconnection methods will differ.
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Table 2
Structure of public interfaces depending on the type of the target system

Type of the
Types of the . . .
target system incoming data Architecture of public interfaces of the system
structure
Fully available |Full available To use standard interfaces.
For available data to use standard interfaces, for unavailable
data realization of specific, non-standard interfaces is required.
Partly Aggregating of required data from several sources of the target
available  |Partly available system is used, or emulation of missing data on the basis of
logic maximally suitable for the current target system.
All interfaces have to be realized as non-standard scripting
Unavailable |Unavailable interfaces.

The target system | In case of unavailability of software or hardware resources, the
does not provide | target system administrator will be informed. Then the

the presence of all following actions are possible:

. required software e termination of the system work;

Specifically | or hardware attempt to set missing components automatically;

. R °
available descrip ”0}}5 e software emulation of the missing nodes;
necessary for o :
functioni):z of the e use of replaced libraries for required software
system g components (for example, use of other NoSQL

archive in case of unavailability of Redis).

Determination of necessity criteria for introduction of developed system provided the
possibility easily to specify, whether it is necessary to introduce it in the terms of specific of
different target information systems. Differentiation of data availability levels in the target
information systems allowed to describe the sets of operations required for introduction of

developed system at each level.

Chapter 5. Experiments with user behavior profile

Experiments are the main tool of this research. Each set of the conducted experiments
considers important part of descriptions. All the experiments carried out are aimed at a
common task — to add a comparative description and characteristics of the Common UBP
and PUBP, in order to show the advantages of the second approach.

Experiments set Ne 1. At first, for conducting of experiments, programmatic realization
of version 1 has been created. Its basic task was a fundamental estimation of possibility to use
the base algorithm for detection anomalous behavior. In the first version possibilities on
collection and storage of data test sets, construction of UBP, as well as generation of artificial

sets of transactions and calculation of their anomaly level.
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A profile is used in the mode of analysis, and the value of metrics for a current step, as
well as graph of dynamics of its change for a current session, is specified on Fig. 10. At this
stage the system can be in three states:

o [Initial state (warming up) — at this stage information in suite of user is not enough

for its effective analysis, and the values of metrics can differ significantly;

e Normal behavior — at this stage the value of metrics has to be in stationary mode;

e Anomalous behavior — at this stage the value of metrics has to increase continually.

The dynamics of changes in the value of the metric for the first series of experiments

corresponds to the theoretically predicted.

Warming up Normal behavior Anomalous
behavior
3,8
3,6
g 34 W\"'—
'S
> 3,2
:.:’ 3
=
%’ 2,8
2,6
2,4
L e B B B T T e B O e T e B B O o e T e T e T T e e B e T e B |
N M SN WM~ A NM SN WSO AN
L B B B B B I e T B B o B R |

Step number

Fig. 10 Metrics behaviorat w=2and Z= 1,5

Experiments set Ne 2. The purpose of this chapter is to formally show that PUUBP will
be more effective (in detection anomalous activity) than GUBP. To compare efficiency of two
profiles, each of them has been trained on the basis of two different selections created using
identical values of internal parameters of algorithm. Each has been used for detection
anomalous activity for all possible variants of pairs Profile/data. For example, same exp
determines usage of profile trained on the basis of equally distributed interests for the analysis

of set of transactions with exponentially distributed interests (Table 3).

Table 3
Denotation of types of carried out experiments
Profile / Behavior Class of users Personal behavior
Class 0f users same_Ssame Same_exp
Personal behavior €Xp_same EXp_exp
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For example, same exp determines usage of profile trained on the basis of equally
distributed interests for the analysis of set of transactions with exponentially distributed
interests.

A summarized graph of all experimental results is shown in Fig. 11. Evidently, that for
cases same same, same _exp and exp same behavior of profile differs not significantly, and
only for the experiment exp exp difference is significant. Such result confirms a hypothesis
that personal profile will be the best classifier for such user on the basis of that behavior he

has been trained.

16 . . . Anomalous
Warming up Typical behavior ]
behavior
15 m
e — same same
1,3 same_exp
P
T
= w €Xp_same
12
—  eXp_exp

L /

82
91
100
109
118
127
136
145
154
163
172
181
190
199
208
217
226
235
244
253
262
271
280
289
298

Transaction requested

Fig. 11 Summarized graph of all experiments results

Experiments set Ne 3. The results of the third series of experiments shown on Fig. 12. It
is showed that in the course of time the internal weights are well balancing the values of the
metrics, thus providing a stationary regime, in case of constant "normal" behavior of the user

over a large number of requests.

1,6
1,5
14 Series?2
@_‘h 1,3 —— Series3
1,2 Seriesd
1,1 Series5
1 - Average

Transactionrequested

Fig. 12 Results of analysis by profile exp _exp a large amount of “normal” activities
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Experiments set Ne 4. Experiments of the fourth series showed a minimal dependence on
the specific values (Fig. 13), sets of transactions used for training, because exactly the
specifics of user behavior is important for a profile, but the sequence of queries of

transactions is not so important.

Profile V2

------- Imitial profile, data set 2

===-=Tmtal profile, data set 1

Step number

Fig. 13 Two profiles constructed based on the same data

Experiments set Ne 5. According to the results of the fifth series of experiments we can
say that with increasing priorities in the behavior of the user, metrics values also change
accordingly. And the greater the difference in priorities, the greater the difference in the

values of the level of anomaly (Fig. 14).
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Fig. 14 Summarized values of metrics for the experiment
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SUMMARY AND CONSCLUSIONS

Discussion and analysis of results. The main result of this research is development of
the methodology of effective determination of the anomaly level in electronic information
system user behavior. The efficiency of the created approach complies with initial
requirements. The introduction of the Personal Adaptive Profile of User Behavior allowed to
increase the accuracy of basic approach for anomalous behavior detection.

To show the efficiency, a series of different experiments representing different
descriptions of the created approach have been conducted.

Analyzing the research results, it is possible to assert that the basic hypothesis set at the
beginning of the thesis, which is related to the necessity to analyze user personal interests
within the framework of the target system, is correct; and Personal Adaptive Profile of User
Behavior is the best classifier of user behavior type in comparison with General User
Behavior Profile, and more effectively determines the anomaly level of user behavior.

Within the framework of confirmation of basic hypothesis, the lower-level hypotheses set
initially have also been confirmed:

Yes — the graph of Markov chain can be used for presentation of information about the
features of user behavior;

Yes — there is possibility to compare efficiency of user behavior profiles;

Yes — there is possibility, using the program, to generate data about user behavior,

taking into consideration his different interests within the framework of the target system.

The basic results obtained within the framework of research and development of the
doctoral thesis can be set as follows.

1) The analysis of the existing modern approaches for anomalous behavior detection of
users of information systems has been carried out. During research it has been
concluded that none of the considered approaches provide complete implementation
of all set requirements.

2) The existing methods of construction and formalization of user behavior based on the
use of different variants of the Bayes networks, ontology engineering, mobile agents
are investigated and analyzed.

3) Possibilities of application of Markov chains in the tasks of formalization of user
behavior profile areinvestigated , which confirmed the correctness of the set lower-
level hypothesis.

4) Basic approach for creation and use of general user behavior profile is developed.

5) To increase efficiency of the basic approach for intrusion and anomalous behavior
detection, the method using the Personal Adaptive Profile of User Behavior is

developed.
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6)

7)

8)

The methodology for assessment the efficiency of behavior profiles is developed; it
allows implementing a comparative analysis of the Personal Adaptive Profile of User
Behavior and General User Behavior Profile.

The developed method of dynamic threshold of the anomaly level allows improving
the efficiency of user classification on "normal"” and "anomalous”.

Using the developed methodology for user anomalous behavior detection, a
comparative experimental analysis of the efficiency of the Personal Adaptive Profile
of User Behavior and General User Behavior Profile is made.

Different sets of experiments as software system are developed and realized, which allow

estimating different descriptions of behavior profiles.

The obtained results of the doctoral thesis. The obtained results of the doctoral thesis

show the following:

1)

2)

3)

4)

On the basis of Markov chains it is possible to quickly create and to effectively use
user behavior profiles. The specifics of user behavior uniquely determines the
structure of behavior profile.

In accordance with the methodology for estimation the efficiency of behavior profiles
it is possible to compare the efficiency of different user behavior profiles.
Introduction of the Personal Adaptive Profile of User Behavior caused an increase in
accuracy of anomalous behavior detection.

The results of the conducted experiments showed that the method of the Personal
Adaptive Profile of User Behavior is more effective than General User Behavior
Profile.
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