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1. Introduction

Cryptography and steganography are similar enough in their investigations. According to the definition the purpose of cryptography can be considered as a hiding of information, but the purpose of steganography can be considered as a hiding of the fact of this information existence. 

“Steganography” is a Greek word, the literal translation of which is “secret writing” (steganos – secret, cipher, graphy – writing). Due to the efforts of these sciences a large variety of secret communication types was elaborated: invisible ink, microdots etc. The development of computer engineering influenced the process a lot and resulted in the appearance of a new branch of research – digital steganography. Digital steganography is a data hiding in bits order, for example, in text, digital figures, audio or video information. 

K. Shannon defined the general theory of steganography as a basis of the science. However, working in the direction of digital steganography a general standard terminology should be used in order to avoid confusion [1]: steganographic system or stegosystem, cover media or carrier, message to hide, stegokey, carrier with the hidden message, steganographic channel.

2. Steganographic methods

 

The conception of digital steganography is directly connected with the use of digital information carriers [2]. In general every digital signal can be considered as a carrier. But the volume of secret information and the level of secrecy depend on its type. Thus the preference should be given to analogue data carriers, as they have a large redundancy, ability not to react to changes and considerable steganographic stability (ability to resist to stegoanalysis) [3]. 

In some literature sources digital steganography’s basic directions are considered as the use of audio and visual information redundancy [1], [2]. The digital photo images, audio and video recordings are very often used as data carriers. In the computer they are interpreted as numerical matrixes. Besides, these numbers represent color intensity in discrete instants of time. As the digital devices are not very precise, some errors correspond to the obtained numbers (for example: in photos such error represents noise, i.e. a pixel, which color differs from the nearest), can be applied for data hiding. 

It should be taken into account that the digital steganography is a comparatively young scientific branch in spite of the fact the methods of secret writing were known from ancient times. Therefore the duration of its development is not very long. The theoretical fundamentals and methods of digital steganography were being conceived, generally accepted classification of the methods and criteria for stegosystem safety evaluation doesn’t exist. But even today people make some attempts to compare characteristics of different methods, for example [4], [5]. 

All the methods for data hiding in images could be divided in the following way:
· Direct methods, which modify space area of the images, i.e. these are the methods of color palette modification; 

· The methods, which modify the images transforming it beforehand into another form.   

The examples of the above mentioned methods and their detailed description are considered later.

2.1. Least Significant Bits
 

In the digital world LSB method is a widely spread steganographic method for data hiding. The abbreviation LSB shortens the English words Least Significant Bits. This method was elaborated and suggested for using by E. Adelson in 1990 [6]. The idea of LSB method is connected with the processing of bit streams: for example, for images it means changing of the bits of less significant RGB (Red, Green, Blue) palette. Furthermore the changing can be possible due to the redundancy of color depiction. In result get an image which almost does not differ from its original, because the less significant bits are responsible for brightness of pixels, that does not cause any transformation of an image and are not visually noticeable. 

Thus a 24-bit digital image is assumed as data carrier. In order to use LSB method for this carrier there is one point to remember – one pixel is represented with 3 bytes. Therefore, each pixel can conceal at least 3 bits of confidential information (Fig. 1). 
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But the extracting process of hidden message executes all these steps in inverse order.  Firstly, it gets the current value (0 or 1) of the known bit and adds it to the resulting bit row. Then the method processes all pixels of image pixels. The extracting process finishes with obtained bit row dividing into groups of 8 bits, because every 8 bits can be represented as 1 ASCII symbol. The group will contain 16 bits, if Unicode is used. So these new symbols make the secret message, which was hidden by a sender.
2.2. Kutter method

One of the popular watermarks technologies is digital signature. The main features of digital signature are its invisibility for human’s eyes and good robustness for modifications. In order to meet the requirements of the first property the digital signature should be placed into the blue (B) component of RGB palette. It is connected with the fact that the blue component is not so informative like the others [7]. 

A new value has appeared in digital graphics – brightness of the pixels L. Pixel brightness is calculated according to the formula:
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where R, G, B are values of the correspondent components of the pixel.

Swiss scientist, Martin Kutter suggested to cover data under the blue component changing pixel brightness L. Kutter explained his method with the case when a user should confidentially transmit only one bit [7]. He assumed, that exists any graphical data carrier I = {R, G, B} and pseudoposition p = (i, j), according to which hiding of bits takes place. Using formula (1) it is possible to calculate the brightness of a pixel. For hiding of bit s a blue RGB palette component should be modified as it is shown in formula:
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where 
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Parameter 
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is very important value in Kutter method. The higher is q, then the higher is robustness of data embedding, but in this case the digital signature is becoming more visible. This value depends on the conditions of the secret information sending (importance, size, safety of stegochannel etc.) and unfortunately it should be chosen manually [8]. 

The process of bits extraction occurs a little differently and comparatively harder as a recipient of the data carrier has no original image. Thus in this case Martin Kutter assumed, that the gradient of the image changes linearly, i.e. the current value of the pixel strongly depends on surrounding pixels. The realised experiments demonstrated that the considered pixel p is mostly influenced by the pixels located around p according to the C cross principle. C is a size of cross-shaped neighbourhood. 

All the chosen pixels of the cross allow predicting the value of the central pixel blue component before the bit embedding, i.e. a simple average of all pixels values of the cross, except the central one, should be calculated [7]:
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where 
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– is a predicted value of the pixel blue component before the hiding of the bit.

The secret bit is defined comparing the value of the predicted pixel blue component with current value of this pixel blue component. In the mathematical form this comparison is interpreted in the following way:
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Sign 
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 of the difference determines the value of the secret bit: if the sign is negative, then bit “0” was embedded, otherwise – bit “1”.

But extraction is not an inverse for the process of data embedding. Even if the extraction of a correct bit is desirable, it could not be totally assured. Thus for reducing of an incorrect bit extraction probability Kutter suggested a repetition of the secret bits for R times. It causes a problem: how many times the bit should be repeated in order to achieve a certain level of probability of the extraction error? With the analysis of different available sources a solution of this problem has not been found. Therefore a decision was made to investigate it and try to give some recommendations.

From the very beginning probability p of one bit transferring error was calculated. According to the embedding procedure of Kutter method, one bit is input into each pixel of a blue component. This value („0” or „1”) is chosen using a generator of fuzzy numbers. If the retrieved bit during the procedure of Kutter method extraction is not equal to the embedded one, then an error occurs. Thus considering all the pixels of the image and counting incorrect bits p can be found: 
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To reduce the error’s probability p one and the same bit should be transferred R times. In this case the mathematical tool of probabilistic theory should be applied to calculate the probability of the error. It allows concluding, that probability of the extraction error, repeating bit for R times, is calculated with the following formula:
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where 
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– is a probability of the correctly extracted bits;
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– an error’s probability of 1 bit transferring.
In order to prove formula (6) in practice one should know, that there are only two parameters depending on the choice of an individual in Kutter method – factor of brightness q and redundancy of one bit. Then some values of q, R were taken for experiments, and the results are shown in Fig. 2.
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Fig. 1. Point of LSB method


Therefore there is no more necessity for long searching of correspondent q and R. Being based on the given graph, a sender of confidential information, wishing to use Kutter method according to a desirable error probability, can choose quickly factor brightness and a bits’ redundancy, correspondent to it. On another hand he can predict precisely an amount of secret bits, which will be retrieved incorrectly during the process of extraction. 

Only 5 different factors of brightness were applied in the experiments. But in fact any q could be taken and with the use of formula (6) a correspondence dependence can be designed. 

 

 

2.3. The modified Kutter method

The main disadvantage of Kutter method is an absence of guarantee to extract always correctly secret steganographic information. Therefore special means should be applied in order to solve this problem. One of the possibilities is a preliminary considered increasing of the redundancy of the embedded information. But there is also a necessity to consider another mean of this disadvantage overcoming – to improve the prediction of a real value of a central pixel.

Each component of RGB palette replenishes the others with its information. Therefore, comparing data of the color brightness for the similar pixels in each component of RGB palette, one can take into account, that these data are correct enough. Thus, the information of all the components of image’s colors should be used for increasing the precision of pixel value prediction. Even so pixels of the red and green components, which correspond to the cross C central pixel coordinate in the blue component, are not distorted. 

According to Kutter method the prediction of the central pixel real value takes place in during the process of extraction. It is calculated with the use of formula (3), which defines the average value. The conclusion is the following: considered pixels have one and the same factor of weight of influence according to the central pixel. This statement proves Martin Kutter assumption, that the gradient of image has linear changes. But in fact it is not so! The closer the pixel is to the central point, the stronger influence it has. Thus the weights of the cross pixels must be balanced.

Taking into account all the mentioned above, a decision to improve the extraction procedure of Kutter method was made. At the beginning the possible variants for the principle changing of a bit’s extraction were proposed (Fig. 3).
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Grey squares mean a place of the secret bit in the blue component. The initial value of the pixel should be predicted. Other squares or values of the correspondent pixels are used in the calculations. Letters „G” and „R” define the pixels in matrix form, which is formed of RGB palette green or red components during the process of predicting.

For determination of the weight of each pixel a system of equations should be formed and solved. The principle of one equation forming is the following:
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where B, G, R – are all the pixel of a correspondent matrix of the components except the grey square;
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– is an unknown weight of the current pixel. 

The number of these equations depends on the number of the matrixes which can distribute the blue component of the image in the way that all the matrixes do not contain the grey pixels of the other matrices. Therefore one matrix corresponds to one equation of the system. As a result of solving this system we will get an average weight value.

And now when the essence of new extraction procedure is considered in details the best variant could be chosen for the further investigations. The statistics of the grey pixel predicting is represented in table 1. The statistics is obtained with the use of Kutter method with the suggested above variants of extraction procedure.

Table 1. Statistics of the grey pixel predicting (%)   

	
	Comparing with the original the predicted value of the central pixel differs for

	
	0
	-1 or +1
	-2 or +2
	-3 or +3
	-4 or +4
	-5 or +5
	-6 or +6

	Variant A 
	33.323
	41.2357
	15.1647
	4.8535
	2.19563
	1.24204
	0.757052

	Variant B
	33.0837
	41.3535
	15.4997
	4.96242
	2.12478
	1.18627
	0.703655

	Variant C
	33.5415
	41.1546
	15.019
	4.82335
	2.27306
	1.22771
	0.748784

	Variant D
	23.9519
	34.4634
	18.2352
	9.54907
	5.47819
	3.27144
	1.93873


Analysing the statistics and being based on the precision of predicting one can conclude, that C variant is more acceptable. Thus variant C could be taken as an alternative for the extraction procedure of classic Kutter method. 
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For the assessment of the new extraction procedure’s effectiveness a probability of extraction error should be calculated as this criterion is one of the most important in the choosing process of a steganographic method. The calculations are made according the well-known formula (6). The obtained results are shown in Fig. 4.

The grey curves were obtained during the research of probability of error of the classic Kutter method extraction procedure (Fig 2). But the color curves define the advantages of the modified Kutter method in comparison with the classical one. Now a particular probability of error can be achieved at low bit redundancies, or more information can be hidden using the same brightness factor as well as the same volume of information could be embedded, but in a smaller digital image. 

The modified Kutter method accomplishes the conventional one, but its main disadvantage is a large complexity.

3. The evaluation criteria system of steganographic methods

Any comparative analysis is made according to some developed evaluation criteria [2]. But even today scientists try to compare characteristics of different methods [4], [5]. All the suggested characteristics are available for a particular set of methods but they are not useful for comparison of any steganographic methods. We do not have any strong criteria system today! Therefore it was suggested to elaborate such evaluation criteria and, applying them, to compare LSB and Kutter methods. 

As the main aim of steganography is to retrieve confidential information, then the statement of the secret data existence annihilates some efforts of science. The parameter, which describes the visualisation of data carrier distortion, plays the main role in the methods evaluation. This parameter can be defined with the help of expert evaluation method.

The following criterion for comparison is a volume of the accumulated information. The following relation takes place for each method: the number of bits of the secret information for the number of bits of the carrier information. The mentioned criterion of comparison is important enough for the analysis because the value of the obtained relation influences the level of the carrier accumulating ability.  

Data carrier stability against converting into other formats could be called as one of the basic criteria of methods comparison. This criterion is resulted from the fact that in a stego-media transmission channel an influence of surrounding is possible: transformations, converting of different types etc. But the stego-media receiver should always obtain the hidden secret information.

The last criterion of the comparison evaluation is complexity of the method algorithm implementation. A detailed analysis should be implemented, because very often this parameter is critical while using the correspondent method in practice.

4. Application of the criteria in the analysis

 

The analysis of methods comparison is started from the sending of the sets of images to the experts. The sets of the images contain uncorrupted, partly corrupted and fully corrupted figures. Besides that in one part of the set (21 images) there is information hid using LSB method, but in the other part of the set (22 images) – with the help of Kutter method. Each expert denotes the images, where he noticed visual distortion.

The statistic analysis discovered the fact, that some experts did not investigate thoroughly the sets of images. For example, an obvious distorted image was evaluated by them as a totally correct. Thus a solution to give to each expert a factor of trust (or quality) was made. The basis for its assignment is the following: the more careful was the expert’s investigation of the image, the stronger should be the influence of his viewpoint onto the final result in the defining of the most effective method. Some images, which compile a test for calculation of the sets factor of trust, were chosen. According to the factor how many images of test sets the experts evaluated incorrectly, there is a possibility to define the relationship of number of correctly evaluated images to the total number of images in the test set. The mentioned relation is this factor of trust.

After the factor assignment a probability of distortion obscurity for each image sent to the experts should be calculated. It is easy to do with the help of the following formula:
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where 
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 – the current probability of the distortion obscurity of the image;
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 – the number of the experts evaluations for the current image;
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 – the evaluation of the expert: 1 – distortion is not detected, -1 – distortion is detected.

But such situation is possible when all the experts detect a distortion in a image. Then the negative P will be obtained. It is inadmissible, because any probability belongs to the range 0…1. Thus the following formula should be applied for the range transformation (-1..1 → 0..1) :
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where 
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 The probabilities of distortion obscurity are calculated in this way for images of the LSB method as well as for images of Kutter method. As a result the obtained values of probabilities can be shown in graph (Fig. 5). The plotted curves correspond to the particular type of images: black and white photo, color photo, computer graphics and cartoon film graphics. The types of the images were similar for both of the methods for an easier comparison. 

[image: image35.wmf]A

B

C

D

R

B

G

R

B

G


Being based on Figure 5, the following conclusion could be made:

· Distortions visually unnoticeable for the people’s eyes occur when the LSB method hides the information in four least bits only.

· The highest distortion obscurity in A case is an inherent for color photo and computer graphics. Therefore these are the best data carriers for LSB method as they suggest a wide enough color spectrum for modification. 

· The highest distortion obscurity in B case is an inherent for computer graphics in spite of the different values of brightness factor. It is connected with the fact, that the given images contain a lot of blue color. But the blue color is the best for data hiding according to Kutter method. And the changes of blue color are not so obvious for people’s eyes. Thus the best data carriers for Kutter method are those images, where blue color dominates.

· The larger is brightness factor q in Kutter method, the better the distortion can be seen in a data carrier, but it is not acceptable. Therefore it is desirable, if possible, to use a less value of q.

The second important criterion in the methods comparative analysis is the volume of the embedded secret information. Thus, leaning upon the principles of the methods there is a possibility to derive formulas for calculations of the secret information volume. The unit of information here is byte.

LSB method is characterised with the ability to hide data in each pixel. Therefore
Information volume = 
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where W – is the width of the image; H – is the height of the image. Digit „3” means that a image of  24-bits format is used, which corresponds to three components of RGB palette.

Kutter method does not give the possibility to hide a data in each pixel, because there is a necessity to follow the law stating that the nearby crosses do not contain the central point of another cross. Thus more information can be embedded when the central points of the cross form diagonals. In this case the volume of the embedded information is calculated according to the following formula:
 Information volume = 
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where W – is the width of the image; H – is the height of the image;

      R – redundancy of the secret bit; C – size of cross-shaped neighbourhood.

Formulas (10) and (11) calculated independently can be easily applied for a real situation.  For example, the chosen data carrier is an image with W=1024 pixels, H=768 pixels. Then applying the LSB method 294912 bytes can be hidden. But according to Kutter method (with parameters C=1, R=1), 48928 bytes are possible to embed.
The fact that the sender of confidential information can hide and transfer much more information using the LSB method than using Kutter method is obvious. But can this large amount of embedded information be transferred more safely? The answer to this question can be given with the help of the third comparison criterion.   

The third comparison criterion is stability of converting. As steganography solves the problem of transferring of confidential information then it is logically to assume that there are some people (enemy) who would like to retrieve this information. Sometimes the enemy gets stego-media, but can not verify the fact if information hiding. Thus he can somehow transform stego-media and transfer it further. The visual image (for example, digital image) is not changed after the transformation, but the secret information could be damaged. Therefore the possibility of the steganographic methods secret information protection from the external actions is a very important for investigations. The speech here is about robustness.

Taking the analysis of the LSB and Kutter methods with the examples of digital images as a basis the image converting with the help of different compression algorithms in other formats, which support 24-bit color palette, can be assumed for stego-media damaged transformations. The results of the methods transformation assessment are in Table 2. 

Table 2. Converting of the images into other graphic formats
	steganographical method
	JPEG
	PCX
	PNG
	TIFF

	Least Significant Bits
	
	(
	(
	(

	Kutter
	(
	(
	(
	(


( – a successful converting took place; the hidden data can be extracted. 

Experiments with the images converting in other graphical formats follow the further scenario. At the beginning a digital 24-bit BMP format image is chosen. Then applying to it the LSB method as well as Kutter method the images with secret information are derived. The next process is a two-sided converting: from BMP to X formats, from X to BMP format, where X is JPEG, PCX, PNG, TIFF. Why are these formats chosen? First of all they are compatible with 24-bit BMP format. Secondly, they are the widely used graphical formats in the world. If after the two-sided converting the secret information can be extracted, then one can conclude that the applied steganographic method has good robustness.

The conducted experiments prove the fact that Kutter method is safer for converting. For example, with the use of the LSB method the secret information is becoming sensitive to lossy compression, i.e. to the compression with losses (JPEG algorithm). Thus due to its ability to duplicate bits Kutter method protects data carriers from the transformations known today. Therefore the area of Kutter method application is wider, if to compare with LSB method, which is not acceptable for transferring of important data, because stego-media of LSB method can easy damage or extract the secret information.       

The last comparison criteria, according to which the steganographic methods can be evaluated, is complexity of its implementation and speed of algorithm execution. Basically this criteria is directly connected with an experience of a programmer and chosen programming language or environment. Because of this reason, it was decided to investigate the methods with 32-bits assembler. Knowing the matter of each algorithm and the number of the applied operations periods (to assembler), a preferable method can be chosen. The analysis of the methods accumulating and extraction procedures demonstrates that only mathematic (ADD, SUB, MUL, DIV) and logic (AND, XOR, SHL) operations are necessary. In 32-bits assembler each (from the mentioned operations) execution takes 3 periods except MUL (77 periods), DIV (90 periods). The speech is only about the operations, when both of the operands are in the registers. The general statistics is in Table 3.

Table 3. Complexity of the algorithm realization 
	Method
	ADD (3)
	SUB (3)
	MUL (77)
	DIV (90)
	AND (3)
	XOR (3)
	SHL (3)
	Complexity

	LSB (accumulation)
	
	6
	3
	
	3
	6
	6
	294*N

	LSB (extraction)
	
	3
	3
	
	3
	
	3
	258*N

	Kutter (accumulation)
	3
	1
	6
	
	
	
	
	474*N

	Kutter (extraction)
	6
	1
	1
	2
	
	
	
	278*N

	New Kutter (accumulation)
	3
	1
	6
	
	
	
	
	474*N

	New Kutter (extraction)
	18
	8
	17
	
	
	
	
	1387*N


N – is number of the secret bits.

LSB method is the most effective according to the periods (Table 3). But modified Kutter method takes more processor time. The speed of the algorithm execution directly depends on the number of the periods. Therefore the fastest algorithm is that, which executes smaller number of periods. Thus a particular method could be chosen according to the situation: 

· If speed is the most important factor, then LSB is better to use;

· If safety of information is more important, then classical or modified Kutter method should be used.

5. Conclusion

The problems which steganography is faced with are explained in the paper. These problems are connected with the fact that digital steganography is a comparatively new scientific branch. Neither general classification of the methods nor criteria of safety evaluation of stegosystem are still elaborated. Therefore in the work there is made an attempt to solve such problems.

Firstly, two popular steganographyc methods (LSB and watermarks technology Kutter) were accurate investigated. The main achievement: improvements in the Kutter method extraction procedure were maded. The elaborated modified Kutter method allows decreasing the probability of error prediction during the process of extraction of secret bit. Further, an algorithm for defining of Kutter method brightness factor and redundancy, which helps to notice a required probability of a transferred symbol was offered.

Secondly, a system with correspondent comparative criteria was suggested and developed for evaluation of steganographic methods. The mentioned criteria are elaborated on the base of requirements and operational principles of steganography. This evaluative system is assessed in comparison of LSB and Kutter methods. The analysis of results of comparison allowed giving recommendations for application of each of the methods. A program in visual environment Borland Delphi 7.0 was implemented for hiding of information in images.

This work has been partly supported by the European Social Fund within the National Programme “Support for the carrying out doctoral study programm’s and post-doctoral researches” project “Support for the development of doctoral studies at Riga Technical University. 
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Jeršovs A., Rusakovs P. Ciparu steganogrāfisko metožu LSB un Kutter salīdzinošā analīze
Rakstā tika apskatītas galvenās koncepcijas un attīstības perspektīvas steganogrāfijai kā konfidenciālas informācijas aizsardzības metodei. Ir dota klasifikācija tās galvenajām lietošanas sfērām un atzīmētas problēmas, kas šai zinātnei ir jāatrisina. Tika veikta datu slēptās pārraides datoru modelēšana attēlos, pielietojot mūsdienās izplatītākās tehnoloģijas: vizuālās informācijas redundances izmantošanu un ūdenszīmes. Balstoties uz rastru grafikas 24-bitu formāta BMP attēlu pārraides rezultātiem, ir raksturotas LSB un Kutter stegometožu īpašības. Darba gaitā tika iegūtas informācijas slēpšanas fakta konstatēšanas varbūtību līknes dažiem attēlu tipiem pēc veiktās rezultātu analīzes un stegosistēmu vērtējumiem, skatoties uz to efektivitāti. Viens no darba rezultātiem – jau eksistējošās Kutter metodes uzlabošana. Ir izstrādāts jaunais Kutter metodes nepieciešamo parametru (spilgtuma koeficientu un redundances) noteikšanas algoritms, kurš palīdz sasniegt pārraidītā simbola prasīto ticamību. Rakstā tika piedāvāts korektās bita izvilkšanas varbūtības palielināšanas veids Kutter metodei, uzlabojot pikseļa sākumvērtības pareģošanu. Ir vērtēta steganogrāfisko metožu stabilitāte pret stego-media konvertācijām citos formātos. Pēc veiktā darba rezultātiem ir sniegtas rekomendācijas par pētāmo metožu izmantošanu projektos.             

Yershov A., Rusakov P. The comparative analysis of digital steganographical methods LSB and Kutter
The main concepts and prospects of steganography’s development as protection method of the confidential information are considered in this article. Classification of the basic scopes is given, and the problems facing to this science are designated. Computer modeling systems of the latent data transfer in images with application of the most widespread technologies is carried out: uses of the visual information redundancy and watermarks. The properties of LSB and Kutter stegomethods are determined on the basis of raster images transfer (24-bit format BMP). The probability curves of the information concealment fact detection for different images types and a stegosystem rating are received from the point of efficiency view in this article. The improvement of the existing Kutter method is one of this work results. There is developed the algorithm for defining the necessary Kutter method’s parameters (factor of brightness and redundancy) in achievement of required symbol transmission’s reliability. The way, which increases the probability of a bit correct extracting in Kutter method, is offered due to improvement of a pixel initial value’s prediction. The rating of steganographical methods stability to interformatted convertations is carried out. By the results the recommendations for use of the investigated methods in projects are received.
Ершов А., Русаков П. Сравнительный анализ цифровых стеганографических методов LSB и Kutter 
В статье рассмотрены главные концепции и перспективы развития стеганографии как метода защиты конфиденциальной информации. Дана классификация основных областей применения и обозначены проблемы, стоящие перед данной наукой. Проведено компьютерное моделирование систем скрытой передачи данных в изображениях с применением самых распространенных технологий: использования избыточности визуальной информации и водяных знаков. На основе передачи изображений растровой графики 24 битового формата BMP определены свойства стегометодов LSB и Kutter. В ходе работы получены кривые вероятности обнаружения факта сокрытия информации для разных типов изображений с проведением анализа результатов и оценкой стегосистем с точки зрения эффективности. Один из результатов данной работы – улучшение уже существующего метода Kutter. Разработан алгоритм определения необходимых параметров метода Kutter (коэффициента яркости и избыточности) для достижения требуемой достоверности передаваемого символа. Предложен способ увеличения вероятности правильного извлечения бита в методе Kutter за счет улучшения предсказания первоначального значения пикселя. Проведена оценка устойчивости стеганографических методов к межформатным конвертациям. По результатам проделанной работы предложены рекомендации по использованию исследованных методов в проектах.
Fig.2. Dependence of the error probability on the bits redundancy brightness for factor q defining








Fig.3. Variants of an extraction of a secret bit 
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Fig.4. Dependence of the error probability on the bits redundancy brightness for factor q defining (comparing with the classic Kutter method)
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Fig.5. A – Dependence of distortion obscurity for LSB method images on the number of the bit, which hides the data


B – Dependence of distortion obscurity for LSB method images on the brightness factor  q
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Fig. 1. Point of LSB method
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