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Abstract - Information interchange is one of the main procsses
in our everyday life. This process was simplified de to
development of modern technologies, especially conter
technologies. But the drawback of such transfer isthe
simplification of copyrights infringement. Steganogaphy is
modern science with old historical roots, its goalis during
transmission to hide secret information. This sciere has some
trends; in this case digital steganography is the ast actual trend.
One of digital steganography’s research branches igs to find
possible solutions of this problem. As a result afiven researches
the technologies of watermarks and fingerprints appared. This
paper contains information about the conception ofdigital
steganography’s development as protection method othe
intellectual property. The basic scope of watermarkig is
classified, and the problem of selection of approjate
steganographic copyrights methods is designated. Eveally the
universal constructor presented in the previous resarch is
extended and adapted to resolve problem mentioned.

Keywords: data  protection, digital watermarking,
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I. INTRODUCTION
The digital information revolution caused signifita

changes in the global society. Broadband commubitat
networks and multimedia data available in a digftaimat
(images, audio,
opportunities for innovations, but it also faciléa people to
distribute large multimedia files and make theieritical
digital copies. Digital media files do not sufferofn any
quality loss due to multiple copying processes, hsas
analogue audio and VHS tapes. This advantage dfabig
media simultaneously transforms to the disadvanthgeause
a possibility for unlimited copying causes a coasitble
financial loss for copyright holders (basics ofeifectual

rights management). That is why the ease of content

modification and quick distribution of illegal c@s have
promoted the protection of intellectual ownershig, [[2].

Traditional methods for copyright protection of timledia
data are no longer effective. Simple protection ma@isms
were based on the information embedded into hebitterof

the digital file, but header information can eadily removed
by a simple change of data format, which does ffecathe
fidelity of media [2].

In that case the achievements of the fast devedopiaa of
information hiding became especially useful — iaiguestion
of digital steganography and watermarking. Stegeapty
science researches the data hiding process frortkéeping
the existence of the information secret” point aéw;, but
watermarking — from “making the information impeptiele”

point of view. Thereby digital watermarking is ttezhnology
for establishing ownership rights, tracking usagasuring
authorized access, preventing illegal replicatioasd
facilitating content authentication [2].

This paper focuses on digital watermarking techesg@he
authors describe the basics of digital watermarlgpgtems,
its area of use, introduce the problem of seleatibthe most
appropriate method of watermarking protection fonaete
data carrier or host signal and present the adapmédersal
stegoconstructor concept [3] to resolve the problem
mentioned.

Il. STEGANOGRAPHYUSAGE ININTELLECTUAL PROPERTY
PROTECTION

Steganography is the science of hiding informatia way
that its presence cannot be detected [4]. Therenar&inds of
information hiding scenarios:

protection only against the detection of a mesdaga

passive adversary and

hiding a message with purpose to make impossille it

removal even by an active adversary.

Steganography with a passive adversary was bestréted
by Simmons with “Prisoners’ Problem” [5], [6]. Hidj
information from active adversaries is a differgmbblem

video) opened many challenges asthce the existence of a hidden message is pulitichwn,

such as in copyright protection schemes [1]. So the
classification of this kind of steganography cardbaded into
2 different classes:

1. Watermarking — marks digital objects with an
identification of origin; all objects are markedthre same
way.

2. Fingerprinting — identifies individual copies of anigin

by embedding a unique marker in every copy that is
distributed,; if later an illegal copy is found, thepyright
owner can identify the buyer by extracting the leidd
information [6].
The watermarking and fingerprinting algorithms were
primarily developed for digital images and videceatns, as
the result these data types have received mosttiatieso far.
Thus many methods of data hiding and intellectuaperties
protection have been developed, their effects ameclp
perceptible for humans, but can resist to distogignoise)
and tampering (security attacks) made by data foemstions
in communication channel that essentially conserse
contents.
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[ll. BASICS OFDIGITAL WATERMARKING On the output of the decoder extracted watermaivk

Digital watermarking is similar to watermarking psigal presents. Usually this Watermark diffgrs frpm tmebedded
objects except that the watermarking techniquessdufor Watermark W due to possible manipulations. In oréer
digital content instead of physical objects [8]g.FL gives an Validate the correspondence of both watermarks, the
overview of the general digital watermarking sys{ein comparator function pls_ used. This function compares the

A watermark represents a binary data sequence and®ktracted watermark with the really embedded waaekm
inserted into the data carrier (in general evegnai can be USing the thresholdfor comparison [9]:
considered as a carrier, because it can containecehetl
information) in the watermark encoder or embedder C (W W):{lCZT (5)
According to the logic of watermarking system, tretermark LA 0C<rt
embedder has three inputs: watermark messagesigosi or

data carrier (for example: image, video clip oriaustream) The threshold depends on the chosen algorithm, but it should
and private watermark key (it is known only to awthed e aple to clearly identify the watermarks. The parison

parties, so only these authorized parties can defl®€® (egy|t equals to 1 (true), if extracted watermaskvilid,
watermark). The output of the watermark embeddethés oiherwise the result is 0 (false).

watermarked signal, which cannot be perceptually

distinguished from the hOSt Signal. Then Waterm#gnall iS |V CLASS|F|CAT|ON OFD|G|TAL WATERMARK|NG

recorded on media carrier (CD, DVD) or distributei TECHNIQUES

broadcasting and later presented tovilagermark decoder or - . . - .
: Digital watermarking techniques can be classified i

detector. The detector attempts to determine watermark . ) )

. . . . , various types. Each type mentioned below has diffeareas
existence in the tested multimedia signal, andoif what of Use
message is embedded in it. ' . .

Formally, a watermarking system can be describedaby' Robust — and Fraglle Watermarklng [8]. RObl.JSt
wple (O, W, K, &, Dy, C), where O is the set of all original watermarks are designed to resist against the aatéer
daeta W,— tk;e éet’of ';’” W«';\termarks K — the satllokeys gli distortions. It means that modification made to the
— the function of watermark encodery B the function of :vafrg?ax:tir(;r?;rtlfsntiswgle nlj)itrea:jffeir(itstzgu\:\/eat\?vgea;fhls ki
watermark decoder, .C— the comparator function, which yp q il

verify the validity of detected watermark via denad systems. As. opposed to_this, fragil_e watermarks are
process. The two functions (1) and (2) represer¢ th embedded with very low robustness, i.e. watermants g

embedding and detection process [9]: destroyed when watermarked content is modified or
' tampered with. These watermarks became useful in

. - checking the integrity of objects.
B 1OxWxK~0O @) e Visible and Transparent Watermarking7]. Visible
Dg:OxK~W (2) watermarks are embedded in visual content, thatig w
they are visible when the content is viewed. Transpt
The input parameters of the embedding processharedrrier watermarks are imperceptible and can not be detdute
object (or original host signal 4L the watermark W to be just viewing the digital content.
embedded, as well as a secret or public key K. thedoutput e  Public and Private Watermarkinfp]. According to the
of the encoder forms the marked dataset: basic principle of watermarking, the same key isdum
the embedding and extracting/detecting processess,T
Ex (Co,W)=C,, (3) if the key is known, this type of watermark is ciolesed
as public, and if the key is hidden as private waseks.
In the detection process input parameters inclhéenarked In cases where security isn't a bottle neck of mpgibn,
dataset G, the original G, the watermark W, and the key K public watermarks are preferable, for example: detta
used during the embedding process [9]: embedding.
. e Asymmetric and Symmetric Watermarkind9].
Dy (Cy,Co,W)=W (4) Asymmetric watermarking (also called asymmetric key

watermarking) is a technique where different keys a

Watermark (W) andor

Vi , Secret key (K)
original data carrier (Co)

Watermark (W)
—»HOSt signal (Co) Watermark Watermarked signal (C,)
encoder (E) E
Secret key (K)
— 7

Fig. 1. General digital watermarking system

Watermark(? )

Watermark
decoder (D)
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used for embedding and detecting the watermark. B Concealed CommunicatioAs digital watermarking is a
symmetric watermarking (or symmetric key watermagki kind of steganographic technique, it also can he=der
the same keys are used for embedding and detecting concealed communication. The embedded watermark in
watermarks. this application is expected to have a high capacit
V.APPLICATIONS OFDIGITAL WATERMARKING VI. OPTIMIZED WATERMARKING TECHNIQUE

Digital watermarking becomes more important dudah® Depending on the application, the digital waternagk

development of global networks. The analysis ofedént techniques differ from each other. So the persoho ws
information sources ([2], [8]) and researches &f literature looking for the method of intellectual property f@ction via
([9] — [11]) allow concluding that nowadays waterking digital watermarking, usually encounters the problef
systems are widely used for the following objedive selection — “What kind of digital watermarking ietter for

1.

Copyright or Ownership ProtectiorDigital watermarks appropriate host signal?” The problem is basecherabsence
make it possible to identify and protect copyrighbf experience and uniform classification of digital
ownership. In this case watermark containing owmprs watermarking techniques. As usual digital waternmyk
information is embedded in digital content. Theechniques are characterized with complexity of
embedded watermark has to be very robust and secimplementation and require additional time for teag, the
otherwise it can't survive processing modificaticeisd person tries to find the similar solution and useagainst
intentional attacks in communication channel. Oe thsearching for the optimized technique that is fudlyle to
other hand, ownership protection requires a smadhtisfy his requirements. Thus there is no oppdstio define
embedding capacity, because the number of bitscdmat the suitability of chosen method to customer’s seefithe

be embedded and extracted with a small probahdlity comparative analysis of different similar methoglsot done.
error does not have to be large [2]. The authors of paper aim to divide the problem tmto sub
Copy Protection or Access Contr@ligital content can be problems:

watermarked to indicate that the content cannot Ke The unified classification of watermarking techregqu
illegally distributed. It means that the embedde®. The optimized technique selection.

watermark represents a certain copy control or sscce The paper authors offer to classify watermarkirgptéques
control policy. A watermark detector is usuallyeigtated by requirements to watermarks and areas of use.nidia

in a recording or playback system. watermarking requirements are robustness, invigibil
Tracking or Fingerprinting8]. Digital watermarks can be security, capacity and embedding/detection comple}d].
used to track the usage of digital content. Eagbyaef Taking into account the described applications dafital
digital content can be uniquely watermarked wittwatermarking, it is possible to evaluate the ptjoorder of
metadata specifying the authorized users of theéeobn requirements presence (Table 1). The order of rweteking
Such watermarks assist to detect illegal distrdoutof requirements is based on the usage logic of theyeve
content by identifying the users who replicated thapplication and it was defined by the authors & gaper. It
content illegally. means that value in the appropriate table’s cgltagents the
Tamper Proofing[8]. Digital content can be embeddedindex place of requirement importance for concrete
with fragile watermarks that get destroyed whenearey application. So any value must be used only once pe
distortion is made to the content. Usually suclapplication, and the most important requirementtrhase the
watermarks are intended for content authenticatiothe highest priority (value “6").

content authentication applications, a secondatg i In general, the dependence diagram of digital wadeking
embedded in the host signal and later is usedtermme requirements can be constructed by averaging thee vaf
whether the host signal was tampered. The robustnesvery Table 1 column (Fig. 2). Averaging operatatows
against removing the watermark is not a concerthe® getting the priority order of watermarking requirembs for

is no such motivation from attacker's point of view optimized watermarking technique.

However, forging a valid authentication watermankain This diagram confirms that robustness and seclaity
unauthorized or tampered host signal must be ptedten obligatory features of any watermarks. Besides iorad
Broadcast MonitoringDigital watermarks can be used toabove it corroborates the trade-offs of any datdinli
monitor broadcasted content like television ancadoast techniques: “More robust— lower capacity”, “lower
radio signals. There are already available broddcasvisibility — lower capacity” etc (Fig. 3).

monitoring watermark-based applications on commnaérci On the one hand, this “Magic Triangle” ensures the
basis, for example: program type identificationclassification of watermarking techniques by itages sphere.
advertising research, broadcast coverage resedrch @&ut on the other hand it assists in selection efdppropriate
Users are able to receive the performance infoondtiat technique by the watermark requirements. Unfotelgait is
allows them to verify that the correct program datsed useless if more than one watermark requirement are
associated promos are broadcasted as contracted amdultaneously defined. In other words, the problern
automatically track multimedia content using autteda optimized technique selection arose.

software online.
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TABLE 1
PRIORITY ORDER OFWATERMARKING REQUIREMENTS PERAPPLICATION
2]
22| s 2 > 3 > >
T 3 = = s = s
2 Q o Q@ 3 17} =] I3
[oR v o D > (8} Q.
g £ © £ S S 3 S
o 9 o 8 £ x ©
Copyright protection of media content carrier (D) 2 3 4 6 5 1
Copy control of media content carrier (CD, DVD) 2 5 3 4 6 1
Concealed communication 1 3 6 5 2 4
Fingerprinting 2 4 3 5 6 1
Metadata addition to images/video 2 1 4 5 6 3
"Intelligent" broadcast 5 3 2 6 4 1
Average: 2,33 3,17 3,67 5,17, 4,83 1,88

Fig. 3. “Magic Triangle” of watermarking technicue

VII. FINDING OPTIMIZED WATERMARKING TECHNIQUE

Finding the optimized watermarking technique is aot
easy task. It demands additional human resourcesake a
comprehensive research and comparative analysiat iBh
why the usage of easing approaches systematizesothle
process.

Authors of this paper developed the concept of ensial
stegoconstructor in their previous work [3], whiellows
receiving the most appropriate data hiding method the
chosen data carrier based on the given criteria /&
watermarking is special kind of data hiding, authdecided to
adapt the stegoconstructor for finding/creating irojzted
watermarking technique.

Fig. 4 represents the adapted stegoconstructorctleates

(or improves) necessary watermark embedding method

according to the customer requirements. All stefpadapted
stegoconstructor are described below.

On the1*'stepcustomer describes the application scope of

needed intellectual property protection. Duringststep the
requirements to watermark and watermarked data tabe
defined with “Magic Triangle”.

On the2" stepthe algorithm is applied, which transforms
host signal (or data carrier), taking into accodotmat
features chosen by the customer, so that methottseofy of
signal transmission (TST) could be used comfortf®jly[12].
In this step also limitation list is created, whicfluences the
selection of digital watermarking method in nexdpst

The 3 stepincludes the analysis of received signal, taking

into account the capacity requirements.

The 4" stepis the most important and complicated because

in general it defines the features of optimized ema@rking

techniques. Moreover, before processing, methods of

watermarked data should be used in this step, Xamele:

encoding, compression, etc. Three possible waystep's

development exist:

e to choose/improve already existing digital waterkiray
method.

SECURITY ¢ to choose already existing TST method.
e to create a new method, taking into account the

requirements of host signal.
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Fig. 4. Modified universal stegoconstructor
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Andrejs JerSovs, Rivels Rusakovs. Univeralais stegokonstruktors intelektuala ipaSuma aizsardibas konteksa

Informacijas apmaja ir viens no svagakiem procesiem cikka ikdienas dwe. Ta tika pavienkrSota, pateicoties modernu tehngjo (ipasi infornacijas
tehnolgiju) at@stibai. Bet fdas infornacijas mrraides tikums ir autortiegu parkapuma atviegloSana. Steganafga — ta ir moderna ziitne ar garu &sturi; &s
merkis ir slepenas inforatijas frraides fakta spSana. EksistSis ziratnes daidi virzieni; misdieras ciparu steganogfija klast par visaktilako virzienu.
Viena no ciparu steganddijas petiSanas &am ir virzita uz iepriekS migtas probimas iespjamo risirsjumu atraSanu. ael So @Etijumu rezulgta tika
izveidota adensmmju un pirkstu nospiedumu tehngija. Sis raksts satur inforniju par ciparu steganagijas atfstibas koncepciju intelekila ipasuma
aizsardibas metodes kontekstlzanalizti adensmmju tehnol@ijas pamati un nodeféta pientrotas steganogfiskas metodes izles probéma autortietbu
aizsardiai. Rezulita univerglais stegokonstruktors, kurs tika iz&tits iepriek§ja autoru izte, ir papildirats un adagts mirgtas probtmas risirasanai.
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Amnapeii Epmios, I1aBes PycakoB. YHHBepcaIbHbIH CTETOKOHCTPYKTOP B KOHTEKCTE 321U Thl HHTEJJIEKTYaIbHOI CO0CTBEHHOCTH

OO6MeH MH(popMaluel SBISETCS OJHMM U3 BaXHEHIINX NpPOILECCOB B €XKCAHEBHOH >KM3HM dYelOBeKa. DTOT MPOINECC YMNPOCTHICH, Oiaromapst pasBUTHIO
COBPEMEHHBIX TEXHOJIOTHI1, a 0cO0eHHO HH(OPMAIIMOHHBIX TexHomoruit. Ho HexocTaTkoM mo00HOH nepenadn HHGOPMAIUH SBISETCS YIPOIICHIE HAPYIICHHS
aBTOpckux mpaB. CreraHorpadus — 3TO COBPEMEHHas HayKa CO CTapbIMH HCTOPHUYECKHMH KOPHAMH, e Ielb — COKpHITHE (aKTa Hmepefadd CEeKpeTHOH
nHpopMamu. CyliecTBYIOT pasHbIE HAaNpaBICHHsA OSTOW HAayKH; B HalleM ciydae Iu(poBas cTeraHorpadus NpeACTaBIAeT co0O0il caMoe aKTyalbHOE
HanpasieHne. OIHa W3 BeTBeH MccliieoBaHMil MU(POBOH CTeraHoOrpauy 3aHUMAETCS MOMCKOM BO3MOXKHBIX PEIICHUH BBINICONUCAHHON MpobieMbl. Takum
oOpa3oM, B pe3yibTaTe JTHX HCCIEIOBAaHUH U IOSBHJIACH TEXHOJIOTHS BOJSIHBIX 3HAKOB BMECTe C OTIEYAaTKaMH HanblleB. JlaHHAs CTaThsl COIEPXKUT
MH(POPMAIMIO O KOHLECIIUN Pa3BUTUs IU(PPOBOI cTeraHorpaduii B KauecTBE METO/A 3aIUThl HHTEIUICKTYaIbHOH cOOCTBEHHOCTH. [IpoaHaIn3upoBaHbl OCHOBBI
TEXHOJIOTHH BOJISHBIX 3HAKOB U OINpeelicHa mpobiieMa BeIOOpa Hanbosee MOAXOASMIEro CTeraHorpapUuecKoro MeToja Ul 3alliuThl aBTOPCKHUX NpaB. B utore
Ppa3paboTaHHbIH B IPOIIIOM HCCIEAOBAHUH aBTOPOB YHUBEPCATBHBIA CTETOKOHCTPYKTOP OBLI IOIOIHEH U aJalTHPOBAH I PEIICHHS YIOMSHYTOH IIPOOIEMEL.
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