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1. Introduction

Financial institutions due to their nature are in constant focus of attention from different stakeholders
beginning from owners and investors and ending with government and regulatory agencies. Each
stakeholder group according to their functions and interests perform assessment of financial
institution’s performance using different standards and sets of key performance indicators (KPI) that
show different aspects of performance. These sets of KPIs reflect needs of each stakeholder group and
measure some specific aspects of financial institution performance whether financial or not — these
KPIs reflect ratings, scores and other relative measures of financial or operational strength. Such sets
of KPIs in most cases are not interdependent.

At the same time there exist well known public credit rating systems that are developed to provide
unified quantitative ratings for financial institution credibility and trustworthiness. Each rating system
has publicly available rating methodology behind. Standard & Poor’s, Fitch and Moody’s ratings are
few of the most respectable credit rating systems [1], [2], [3].

Today’s economy depends on the secure flow of information within and across organizations.
Information security becomes an issue of vital importance. A secure and trusted environment for
stored and shared information greatly enhances consumer benefits, business performance and
productivity, and national security. Conversely, insecure environment creates the potential for serious
damage to corporations and especially financial sector organisations that could significantly
undermine their consumers. For companies engaged in critical activities, such as electrical power
generation, banking and finance, or healthcare, the stakes are particularly high [4].

During last years the understanding of corporate governance and its role in world’s economics is
constantly growing [5], [6]. Information security governance in its turn has emerged during last decade
and currently takes place as element of corporate governance process [7], [8].

In the same way as each element of corporate governance that influences the institutions financial or
operational performance should be measured by rating methodologies, this paper presents and proves
hypothesis of information security governance being financial institution key performance indicator in
raw with other KPIs and thus should be reflected in rating methodologies.

2. Stakeholders groups, their needs and related sets of KPIs.

Different stakeholder groups might be interested in measuring performance of financial institutions.
Stakeholders could be conditionally divided into the following groups according to their interests:
=  Shareholders (both minority and majority)
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=  Creditors

= Board members

= Regulating agencies, institutions and stock exchanges

= Insurance companies providing responsibility insurance services for executives and managers

=  Politics
=  Financial intermediaries and consultants
= Analysts

= Employees
Although the unified and one-size-fit-all set of KPIs does not exist there are some approaches to
definition of KPslI for financial sectors. For instance, during the SPI-Finance project [9] some financial
institutions in collaboration have developed the list of key performance indicators and successfully
implemented them.
A key performance indicator as a measure designed to provide a quick sign of performance, may be
financial or nonfinancial and should be established based on an institution’s organizational structure,
operating goals and strategies. KPIs will vary from one financial institution to another because of
differences in Chief Executive Officers’ (CEO) management styles. Regardless, for most community
financial institutions there are numerous performance indicators likely to be part of a KPI report.
Nevertheless some performance indicators are used in almost every set of KPIs. The most popular and
indicative of them according to [10], [11] are:
= Liquidity ratio indicators — measures a company’s capacity to pay its debts as they come
due.
o Quick Ratio is the typical indicator for Liquidity ratio indicators set and is calculated
as following: (Cash+Accounts Receivable + other quick assets) / Current Liabilities
= Safety indicators — indicates a company’s vulnerability to risk and the degree of protection
provided for the business’ debt.
o Debt to Equity (debt to net worth) is the typical indicator for Safety ratio indicator set
and is calculated as following: Total Liabilities (or Debt) / Net Worth (or Total
Equity)
= Profitability ratios — measure the company’s ability to generate a return on its resources
o Gross Profit Margin is the typical indicator for Profitability ratio indicator set and is
calculated as following: Gross Profit / Total Sales
= Efficiency — evaluates how well the company manages its assets
o Accounts Receivable Turnover is one of the typical indicators for Efficiency ratio
indicator set and is calculated as following: Total Net Sales / Accounts Receivable
o Sales to Total Assets is one of the typical indicators for Efficiency ratio indicator set
and is calculated as following: Total Sales / Total Assets
The values for parameters used in calculation of KPIs mentioned above are publicly available from
published financial reports for Latvian financial institutions.
The analysis of most popular sets of KPIs for financial institutions shows that although some KPIs
may cover some nonfinancial aspects they are nevertheless financially oriented and do not include
indicators for corporate governance and information security governance as a part of such. In merger
and acquisition (M&A) projects without financial part such KPIs have significant impact also.
According to [12] the most relevant are:
= Managerial Talent.
= Share of the industry (market).
= Time being in the industry (market).

3. Information security governance assessment methodology
By its own, information security measurement techniques are quite popular and often used by financial
institutions and other industry organisations. Methodologies for information security assessment differ

and mostly cover governance, technological or process maturity aspects. The following methodologies
could be mentioned - IT Governance institute’s information governance maturity model, SSE-CMM,
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CMMI, IA-CMM, NIST, ISM3, SPMM and IAM [13], [14]. Some researches are made in developing
and proposing unified information security assessment methodologies [13].

Taking into account only fully developed and practically implemented models (not only theoretically
proposed) for information security assessment the only type of assessment methodologies that fits the
objectives of this paper is maturity assessment model types. From maturity models that quantitatively
measures information security governance maturity the IT Governance institute’s information
governance maturity model was chosen as the most appropriate to measure the information security
maturity level for financial institutions in scope of this research.

4. Existing researches

Although a lot have been done in information security research field little have been done in research
for correlation and interdependences between information security governance and financial
institutions’ performance measurements. Different scientific and public researches and surveys exist
that show latest trends in information security governance for financial sector but little research is
done for stages proving information security governance reflecting performance of financial
institutions and thus being used as its KPI.
Different researches and papers such as [15], [16], [17] show the high influence of IT and information
security on organisation’s performance and stress the value provided by them to the business from the
theoretical point of view. At the same time these papers do not proof the dependency between level of
information security and institutions’ performance nor theoretically nor in practice.
From practical point of view there are few global researches and surveys that study a state of
information security governance for different corporations and institutions worldwide.
From the latest global publicly available researches regarding information security governance
situation and trends for governmental sector (mostly in context of multi-industry research) the
following researches could be mentioned:

1. Ernst & Young’s annual Global Information Security Survey [18]

2. KPMG Information Security Survey [19]

3. Deloitte Global Technology Media and Telecommunications Security Survey [20]

4. Gartner Information Security Survey and IT Spending Survey [21], [22]

5. Information security governance as KPI for financial institutions

During the performed research that is reflected in this paper the hypothesis for information security
governance being key performance indicator for financial institutions has been tested by comparing
common financial performance indicators values with information security governance maturity
indicators for financial institutions. IT Governance institute’s information governance maturity model
as described above was chosen for information security evaluation in financial institutions.
For hypothesis testing purposes, the 7 Latvian financial institutions have been chosen which both:

= have financial reports publicly available that contain values for KPI calculation and

= have participated in information security survey covering information security governance

issues.

The values for the financial KPIs described above have been calculated from financial institution’s
public financial report data.
The values for information security governance maturity indicators have been calculated based on
these financial institution responses to Ernst & Young Global Information Security Survey [18]
questions during their participation in the survey. The Ernst & Young survey [18] contains 32
questions and provides analysis of responses obtained from 16 Latvian organisations representing
different industries that have participated in the survey. From the 16 Latvian organisations that have
participated in the survey 9 were financial institutions. Authors of the paper have participated in
organizing and performing the survey in Latvia thus having deep understanding of the structure of the
survey’s questionnaire.
The survey questions have been reorganized in the groups below according to information security
maturity model [14] to make possible to evaluate maturity of information security governance in the
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organizations. Five survey questions were qualified out during reorganization. Regrouping of
questions and re-evaluation of survey results were performed by authors of the paper as by experts in
information security domain. The questions were reorganized in the following groups:

= Assignment and supervision of responsibilities - 8 questions

=  Security organization - 8 questions

= Security practices - 8 questions

= Security investment management - 3 questions
In order to ensure confidentiality of organizations which have participated in the survey and have
provided responses to the questionnaire the names of the organizations are not disclosured in the
paper. Additionally to prevent identification of the financial institutions the absolute values for KPIs
and information security governance maturity are not used. Instead the values are ranked according to
the scale and principles described below.
The financial performance indicators were calculated for each financial institution. Due to the fact that
the range for the values is not defined, that is possible absolute values may differ the calculated
absolute values were converted to quantitative indicator values from one to three based on absolute
value position on the scale from the minim to the maximum institution’s indicator values for each
indicator. The Formula 1 for value evaluation is seen below.

A7 -MIN(A") 1 "
MAX(A™)— MIN(A™)

A" = TRUNC(3 *

where

A™ — Set of indicator absolute values for institutions for indicator m
A", — institution’s n absolute value for indicator m

A’™, - institution’s n quantitative indicator’s value for indicator m
n — institution number from 1 to 7

m — indicator number

For information security governance indicators the range for possible response values for the survey
was predefined. There were two types of questions in the survey — multi-choice or single-choice. Each
question and its possible responses were rated with absolute numbers. Then the absolute values for the
responses were converted to quantitative indicator values based on absolute value position on the scale
between the minimum possible and the maximum possible response value for each indicator (see
Formula 2).

A" - X
A" =TRUNC(3* 22— 11) Q)
Y-X

where

A", — institution’s n absolute value for indicator m

A’™, - institution’s n quantitative indicator’s value for indicator m
n — institution number from 1 to 7

m — indicator number

X — minimum possible value for survey’s question

Y — maximum possible value for survey’s question

The research results are shown in the table 1 below. For each financial institution the sum for financial
performance indicator and information security governance quantitative values are calculated.
Additionally, deviations from ratios calculated and ratio average are expressed in percentage.
Therefore, there is relation showed between financial performance and information security
governance indicators model.
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Table 1
Financial performance and information security governance indicators trend analysis

Indicators | F1 | FI2 | FI3 | FI4 | FI5 | FI6 | FI7

Financial performance indicators in 2007

Quick Ratio 2 1 1 1 3 3 1

Debt to Equity 1 3 2 1 3 1 2

Gross Profit Margin 3 1 1 2 1 1 1

Accounts Receivable Turnover 1 1 1 3 2 2 2

Sales to Total Assets 2 1 2 3 2 3 3
Total 9 7 7 10 11 10 9

Information security governance indicators

Assignment and supervision of 175 | 15 | 175 | 238 | 25 | 263 | 175

responsibilities

Security organization 2.13 1.75 1.88 2.25 1.88 2.63 2

Security practices 2.75 1.63 1.88 2.5 2.38 2.38 2.13

Security investment management 2.33 2 2.33 1.67 2.33 2.33 2
Total | 8.96 6.88 7.84 8.8 9.09 9.97 7.88

Trend analysis

Total financial performance

indicators to Total information 1.004 | 1.017 | 0.892 | 1.136 | 1.210 | 1.003 1.142

security governance indicators

Average 1.058

Deviation from average (%) 5.065 | 3.838 [ 15.613 | 7.401 | 14372 [ 5.202 | 7.946

6. Summary and future work

According to the final results presented in the paper there have been identified trends between
financial performance indicators and information security governance indicators. Deviation percentage
from the average results for the financial institutions under research varies from 3.838 — 15.613%.
This variation of percentage can be justified by several aspects, such as:

= Subjectivity factor exposed in the survey. While answering to questions included in the survey
each respondent had possibility to influence the results of the particular survey.

= Different survey questions interpretations. Different interpretation of the survey questions
among surveyed financial institutions might influence the survey results.

Therefore, authors can conclude that in this particular and proposed model there has been found
relatively high relation between these two sets of KPI’s. Based on research results authors propose to
treat information security governance as one of financial institution KPI’s.

Nevertheless, deviation percentage variation shows that model may be improved in the future. Authors
have been identified several issues that may be developed further based on the proposed model:

= From financial performance analysis point of view it is recommended to look for financial
institutions performance trends in several years period. Therefore, proposed model may be
improved using financial performance data provided for time-period that has additional
importance in financial performance analysis. This addition could give more precise and
realistic input from financial institution’s financial performance point of view.

* From information security point of view selected questions and aspects may be more
advanced and more detailed in order to cover wider and deeper understanding of information
security. Therefore, proposed model may be improved by more qualitative aspects defining
information security governance.

Additionally the model could be extrapolated to other industries as well. In such case to verify the
hypothesis similar analysis of correlation between financial performance and information security
governance sets of KPIs should be performed.
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Further research may be performed to determine the influence of information security governance on
institution’s financial performance. The following hypothesis for such research could be advanced
stating that improving information security governance also improves institution’s financial and
overall performance.
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Krjukovs D., Strauss R. Informdcijas droSibas parvaldiba ka finansu institiciju darbibas raditajs

Nemot véra finansu institiciju nozimigumu gan uzpéméjdarbibas, gan valsts, gan ikviena individa dzive, So
institiciju darbibai un to raditajiem vienmér ir pievérsta liela uzmaniba no dazdadu ieintereséto pusu grupam.
Minetas grupas saskand ar savam interesém izmanto dazadus darbibas raditaju komplektus finansu institiiciju
darbibas mérisanai. Piedavataja darba autori izvirza hipotézi, ka informacijas drostbas parvaldiba ir biitisks
finansu institiciju darbibas raditdjs. Autori sniedz augsta limena esosas situdcijas apskatu finansu institiciju
darbl'bas rddl'tdju sf' ra. Tiek apskatl'tas pufu grupas, kuras varetu szt ieinterese'tas fi nans“u institiciju darbl'bas
atspogu,lomso faktoru art informdcijas drosibas parvaldlbal ka korporativas parvaldibas sastavdalai péc
autoru domam jabiit uztvertai par butisku finansu institiucijas darbibas raditaju. Darba tiek defineti bitiskakie
indikativie finansu institiciju finansu darbibas raditaji un to aprékinasanas metodes, tiek dots ieskats
informdcijas drosSibas novértésanas modelos un pétyjumos. Lai parbauditu izvirzito hipotezi, autori izmantoja
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informdcijas drosibas brieduma modela konceptu. Darba tiek piedavata un aprakstita finansu darbibas raditaju
un informdcijas drosibas brieduma modela raditaju vertibu aprékinasanas metodika. Izvirzita hipoteze tiek
pierddita, veicot korelacijas analizi starp aprékindtajiem finansu darbibas raditdajiem un informdcijas drosibas
brieduma modela raditajiem izveletajam Latvijas finansu institiicijam.

Kryukov D., Strauss R. Information security governance as key performance indicator for financial
institutions

Due to their nature financial institutions and their performance are in constant focus of attention from different
stakeholder groups. These groups according to their functions and interests are implementing different sets of
key performance indicators for financial institution performance assessment. In the proposed paper authors
present a hypothesis of information security governance being a financial institution key performance indicator.
Authors provide high level overview of existing situation in key performance indicator domain for financial
institutions. The overview of stakeholder groups interested in financial institution performance management is
provided. In the same way as corporate governance is treated as financial and operational performance
reflecting and influencing factor, information security governance as a component of corporate governance,
according to authors’ opinion, should be treated as key performance indicator for financial institutions. In the
paper the most indicative financial performance indicators as well as their calculation methods are defined for
financial institutions. The paper contains overview of information security assessment models and researches in
this field. Authors have chosen information security maturity model to use in testing hypothesis. The paper
contains description of calculation methodology for financial performance indicators and information security
maturity indicators. The hypothesis has been proved performing analysis of correlation between calculated
financial performance indicators and information security governance model indicators for chosen Latvian
financial institutions.

Kpioxoe JI., Cmpayc P. Ynpagnenue un@opmauuoHHou 0e30nACHOCMbIO KaAK K1I04e60il NOKaA3amesd
npou3600umenbHOCmuU 013 PUHAHCOBBIX YUPeIHCOeHUIL.

Io ceoeil npupode Kk OesmenbHOCMU DUHAHCOBLIX YUPENCOeHUTl U NOKA3AMENsM UX NpOU3600UMeNbHOCIU
6ce20a NPuBIEeKaemcst NOGbIUEHHOE GHUMAHUE CO CIMOPOHbI PA3IUYHBIX 2PYRN 3AUHMEPECOBAHHbIX auY. Dmu
2PYNNBL 68 COOMBEMCMBUU CO CGOUMU UHMepecamu UCHONb3YIOM pAasiuyHble HAOOpbl nokazamenet
npoOU3800UMENbHOCIU OISl UBMEPEHUsl NPOU3EOOUMENIbHOCMU (DUHAHCOBLIX YyupesxcOeHull. B npednazaemot
pabome agmopwvl 6b106ULAIOM 2UNOME3Y O MOM, YMO YApaeieHue UHGOPMAYUOHHOU OE30NACHOCIBIO MOJICem
ABNAMbCA  KAOUEeBbIM  NOKA3AMeNeM NpOou3800UMeNbHOCU 0N (PUHAHCOGbIX  yupedicOenull.  Aemopul
npeodoCcmasisaiom  GblCOKOYposHegblll  0030p 6 cepe nokazamenel NPoOU3800UMENbHOCHU  DUHAHCOBBIX
yupexcoenuil. Paccmampueaiomes epynnvl auy, 3auHmepeco8antbix 8 USMEPEHUU NPOU3B0OUMENbHOCIU MAKUX
yupexcoenui. I1o0o6HO momy, Kak KOpPNopamugHoe YNpasleHue pAcCMampuedaemcs Kaxk ¢akmop,
omobpaxcarwull u GIUAIOWUL Ha dQHeKmusHoCms PUHAHCOBOU U ONEPAYUOHHOU OessMeabHOCMU, YNpasieHue
UHPOPMAYUOHHOU OE30NACHOCMbIO, KAK COCMABHASL YACMb KOPNOPAMUGHO20 YAPAGIEHUSL, N0 MHEHUIO A8MOpPOs,
OO0JINCHO PACYEHUBAMBCSL KAK KIIOYEBOU NOKA3amenb Npou3goOUmenbHOCmy (HUHAHCOBLIX YyupedicOeHull. B
npeonazaemoil pabome onpeoesiiomcs Hauboaee UHOUKAMUBHbIE NOKA3amenu PUHAHCOBOU 0essmenbHOCU 05
Gunancosuvlx yupesicoenuil, a maxace memoowl 05 ux pacwemos. Taxoice npednacaemcs 0030p mooenell OYyeHKU
uHGoOpmayuonHoU be3zonacHocmu U ucciedosanull 8 dmou cgepe. Asmopvl eviOpanU MOOenb 3perocmu
UHpOpMAYUOHHOU 6e30nachocmu Osl UCHONb306AHUsL NPU npoeepke zunomesvl. B npednacaemoti pabome
ONUCKIBAEMC MEMOOUKA paciema nokazameneti QUHAHCOBOU OesmeNbHOCmU U noKazamenell 3perocmu
unpopmayuonnou 6esonacnocmu. Bvidsunymas zunomesza 0okaszvlieaemcsi nposeosi AHaiu3 KOppeisiyuu mexHcoy
nokazamensimMu  UHAHCOBOU  OesIMENbHOCIMU U NOKA3AMENIMU  MOOeIU  3PeNoCmu  UHGOPMAYUOHHOU
bezonacnocmu 07151 6blOPAHHLIX PUHAHCOBIX YupedcOenul Jlameuu.
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