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Abstract - The goal of the paper is to discuss some possitdis
of effective implementing cryptographic algorithmsin software
development. There are concerned two aspects of thierm
“effectiveness”: efficacy (i.e., meeting a goal ofusing
cryptographic  algorithms providing a protection d
information) and efficiency (i.e., implementing crytographic
algorithms in an economical way; as well as implenméing
cryptographic algorithms to the effect that they eecute in an
economical way). In the paper, there are defined ahclassified
errors which are the causes of possible vulnerakiies in
implementation of cryptographic algorithms on a conputer.
There are given general recommendations, how to egm from
these vulnerabilities. There is also considered impmentation of
cryptographic algorithms in software development by using
software libraries and frameworks. Several widesprad software
frameworks which provide cryptographic functionality are
compared with each other by the speed of executiorof
algorithms. Finally, there are discussed some posdities of
maximising the speed of execution of cryptographialgorithms,
emphasising the importance of parallelisation of gorithms. For
block ciphers, possible parallelisation is discusde especially
deeply, referencing the results obtained in practal experiments
that demonstrate and estimate the benefits of parklising block
ciphers.

Keywords: cryptographic algorithms, effectiveness, execution
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|I. INTRODUCTION

general possibilities of maximising the speed afcaion of
cryptographic algorithms. At the end of the paptre
conclusions about the work are given.

Results concerning the speed of execution of imphased
cryptographic algorithms are based on practicabarments —
by the authors, there were written and utilised esalv
computer programs (in Java, C# and C++ programming
languages) for measuring the time of running specif
cryptographic algorithms implemented in some wideag
software frameworks/libraries (Java Platform Stadda
Edition, Microsoft .NET Framework, Botan library)rhe
methodology used for measuring the speed of exatudf
cryptographic algorithms is discussed further is gaper.

The paper is addressed to specialists in compgfience
and information security interested in effectives.(i secure
and fast) implementation of cryptographic algorithim a
process of software development.

1. BASIC CONCEPTS OFCRYPTOGRAPHY

Cryptographyis a science which investigates methods of
protecting informationProtection of informatiors an activity
(or a set of activities) for providingsecurity of the
information in its turn,information securityis such a property
of the information environment, which implies thegence of
at least one of the following attributes (factors) the

People’s life is impossible without communicationinformation (depending on the requirements) [1]:

Sometimes communication must be protected in aaicert ®

manner. In this situation, cryptography — a studg practice
of protecting information — is often used. The goélthis
paper is to discuss cryptography in the contextsoéffective
implementation in software development,
possible errors and vulnerabilities in implememtati of
cryptographic algorithms, usage of cryptographa&rfeworks
and libraries, as well as the speed of executiampfemented
cryptographic algorithms.

At the beginning of the paper, there is given aefbri
overview of methods for providing information setyr
Further in the paper, there are defined possibleevabilities
in implementation of cryptographic algorithms onamputer,
and errors which are the causes of these vulnérabilare
classified. There is also considered implementatioh
cryptographic methods in software development bingus
software frameworks. Several major software franmg/o
which provide cryptographic functionality are cormgah with
each other by the speed of execution of algorithhhe goal
of this comparison is to construct some guideliwbgch help
select a feasible solution for implementing a apgpaphic
functionality in software. Finally, there are dissed some

emphasising

confidentiality — a possibility to access the imf@tion

only by its sender and addressee(-s);

e integrity — an ability for the receiver of the imfoation to

discover the fact of modification of the informatidif

any) by third parties (after the information hagmeent

by its sender);

e authenticity — an ability for the receiver of tiiddrmation
to determine the real sender of the information.

Cryptography together witlcryptanalysis- a study of
identifying and exploiting flaws in methods of imfoation
protection — forms a joint science calledyptology (which
sometimes is also called cryptography).

There exist a lot of different algorithms — cryptaghic
algorithms — the use of which can ensure the fodift of
specific factors of information security. All crygraphic
algorithms provisionally can be divided into thddaing two
main classes: cryptographic primitives and crypapgic
protocols. Cryptographic primitives can be defined as
algorithms  which describe  atomic mathematical
transformations with specific properties (thesepprties, in
their turn, determine a class of cryptographic [tiim).
Cryptographic protocolsmainly describelogic of using of

97



Scientific Journal of Riga Technical University
Computer Science. Applied Computer Systems

2010
Volume 43

cryptographic primitives, in order to implement scifie
factors of information security. Thus, cryptograpbrotocols
are meta-algorithms which in their work use crypégudic
primitives.

Depending on properties of a transformation impletee
by a specific cryptographic primitive, these pringes are
divided in the following main classes:

e ciphers:

0 symmetric ciphersof private-key ciphers):
= Dblock ciphers;
= stream ciphers;

o0 asymmetric cipherof public-key ciphers);

e one-way 0r cryptographic) hash-functions;
e message authentication codes (MAC);
o digital signature algorithms.

In this paper, the emphasis is on cryptographimipisies,
and particularly on mostly-used primitives: symricetiphers
and hash-functions.

Information security factors which are fulfilled bgach
class of cryptographic primitives are shown in Bafl The
names of most widespread algorithms from each ctdss
cryptographic primitives are shown in Table 2.

TABLE 1

INFORMATION SECURITY FACTORS
FULFILLED BY A SPECIFICCLASS OFCRYPTOGRAPHICPRIMITIVES

Class of cryptographic Information security factor
primitives Confidentiality | Integrity| Authenticity
ciphers +
one-way hash-functions +
message authentication codeg + +
digital signature algorithms + +

TABLE 2

MOSTWIDESPREADALGORITHMS
FROM EACH CLASS OFCRYPTOGRAPHICPRIMITIVES

Class Of cryptographlc Examples of algorithms
primitives
ciphers:
— symmetric:
— block AES (or Rijndael), RC2, Tri-DES, Blowfish,

RC6, Twofish, Serpent, IDEA, RC5, DES,
GOST

— stream Salsa20, Panama, RGar ARC4), SEAL 3.0,
WAKE
— asymmetric RSA, ElGamal

one-way hash-functions |SHA-1, SHA-2, Tiger, Whirlpool, RIPEM:60,

MD2, MD4, MD5

message authentication |VMAC, HMAC, CMAC

codes

digital signature algorithmgDSA, GOST R 34.10-94
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I1l. VULNERABILITIES IN IMPLEMENTATION OF INFORMATION

PROTECTIONMETHODS

When creating or implementing cryptographic methditds
very hard to prove that the method or its impleragon is
resistant to cryptanalysis. If people who createdpacific
cryptographic method, and people who tested it thoe
resistance, have not found vulnerabilities in ie.(i in its
theoretical model or its implementation), then tdaes not
mean that the method is fully resistant to cryplgsia— even
if manpower used for checking the method was vargd.
The situations when well-known, widespread crypapdic
algorithms, which appeared to be secure for a ([megpd of
time, are successfully attacked, are common endseh [2]
and [3] for the illustration of attacking the MD5agh-
function).

Vulnerabilities can arise in the entire life cyctd a
cryptographic method. Factors which can raise valniéties
in implementation of information protection methodse
classified by the authors of this paper in thedfelhg way:

e errors in selecting a proper information protection
algorithm:

o0 errors in selecting a proper class of information
protection algorithms;
0 errors in designing cryptographic algorithms;

e errors in implementing cryptographic algorithms;
usage of cryptographic algorithms in an impropey;wa
unaccounted specific features of the external
environment.
These factors are considered further in this sectio

A. Errors in Selecting a Proper Information Protectiélgorithm

The choice of improper class of information proitmect
algorithms can lead to a violation of the securdfy an
information system. For example, in the informat&ystem,
there can be used methods of information protectitich
constraint onlyaccessto the secure information, but does not
ensure hiding of that information; or in the information
system, information protection methods can be setiwat all.
In these cases, in order to maximise the informasiecurity
level and to prevent a possibility for unauthorigezbple to
get to the secure information by taking the sofewan,
cryptographicalgorithms should be used.

By using cryptographic algorithms, many necessatipas
(e.g., checking for the correspondence of an editpassword
to the original) can be implemented either totalthout
storing secure information (e.g., instead of pasdgjostoring
their hash-values), or without storing secure imfation in an
open way — but in a modifiggrotected)way.

By far not every invented cryptographic algorithm
(including cryptographic protocols) is reasonabégige. To
become to a certain degree accepted by the pubhlic,
algorithm must sustain after many attempts of hrepkt
during a sufficient period of time (at least seVenanths, and
also if there is enough interest to it from crypmtysis
professionals).
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It is needless to say that most of home-made cgypfihic
algorithms are very exposed to breaking. Howeveenea
little modification of a highly secure cryptograptalgorithm
can reduce almost to zero all advantages of thginati
algorithm. For example, a modification of one oé tfficient
group key distribution technique — the subset diffiee (SD)
method — has been showed as insecure in [4].

On the other hand, an algorithm (even which is comign
used) should not be used in areas where a higheeegf
security is needed if there are facts of the emcse of
undesirable vulnerabilities in it (and, surely thie algorithm
was broken). For example, some of the widely usashh
functions: MD2, MD4, MD5, HAVAL-128 — are proven te
not acceptable one-way functions (simply stateay tlare
broken) [5], [6], and therefore, in order to pravid greater
security level, they should be replaced by fundiomwt yet
broken.

Summarising the information in this section, oneuti not
use a personally created or modified cryptographgorithm,
as well as, where possible and necessary, onedinotiluse
algorithms that are proven to be insecure (i.ekémp The
solution is to use trusted non-broken cryptogragpthgorithms
[7].

B. Errors in Implementing Cryptographic Algorithms

Even if a mathematical model of an algorithm (or
protocol) has been proven to be secure, it is natranteed
that implementation of the algorithm is also secure

If in the software development, cryptographic altons

implementation of a cryptographic algorithm theseused an
already implemented routine, its specification and
considerations of using it should be studied.

This problem has a considerably effective solution
object-oriented programming languages. Because hef t
property of encapsulation and existence of consirscand
destructors (or finalisers) in these languageis, ihuch easier
to enforce the program to behave more or lessatsgir

D. Unaccounted Specific Features of the External Bnuent

One such vulnerability can occur if an operatingtesmn
which uses swapping, moves (i.e. swaps out) data fthe
program memory to the disk. If in the data swappetl there
was confidential information (for example, suchaagrivate
key), and the computer at the moment when thisrimétion
was on a hard drive was abnormally terminated, ttien
confidential information will be available on tharld drive for
an undefined period of time — which is a potensaturity
threat [8]. In order to eliminate such a risk, ieplentations of
cryptographic methods must take actions to presesmipping
confidential information out to the disk (e.g. bsing a special
system calls). By using self-implemented cryptobiap
routines or some immature cryptographic libraribgre is a
risk of the program being insecure.

IMPLEMENTATION OF CRYPTOGRAPHYUSING SOFTWARE
LIBRARIES AND FRAMEWORKS

alVv.

There exist a plenty of cryptographic librariesdahere
also exist software frameworks which include impéernation

are coded from scratch, then possible errors in thg commonly used cryptographic algorithms: MicrasofET

implementation of cryptographic algorithms are pemgming
errors — errors of an improper mapping of operati@amd

Framework and Java Platform Standard Edition ($va
.NET framework can be used by any CLI language (C#,

logics of algorithms to the source code by softwargisyal Basic for .NET, Delphi for .NET, C++/CLI, @}, and

programmers. Programming errors in cryptographitwswe
include the following errors:

Java SE can be used by the Java programming laaguat
some other programming languages (see below).

e bugs -which are common for the entire programming and Fyrther in this section, there is discussed a usaige

not specific to cryptography; methods for contraili
them are not discussed here separately;

of
used

frameworks/libraries
language; also

cryptographic
programming

from variety
some commonly

 usage of cryptographic algorithms in an improperywa cryptographic libraries are compared with eachothe

(see the corresponding section of this paper);
e usage of improper algorithmsfer example, if a stream

A. Possibilities of Using Cryptographic Framework®ifferent

cipher assumes a pseudo-random number generatdrogramming Languages
(PRNG) to be used, then there should be used onlyFor some programming languages, there exist slight

cryptographically secure PRNGs, but not simple

modifications (ports) of these languages to makentsupport

generators which are built in some programminghe Microsoft .NET Framework, the Java Platformaapther

languages (e.g. the functistd::rand()in C++).

To avoid most of programming errors in implemeitatdf
cryptographic algorithms, and to simplify and skartthe
implementation process, there are provided a nundfer
cryptographic libraries with implementations of aoonly

software framework — so-callethanaged versions of the
corresponding programming languages. For such neshag
programming languages, porting enables them tahesentire
cryptographic (as long as other) functionality pded by
these software frameworks.

used (and sometimes also many other, not so pQpular For some natively unmanaged programming languages,

cryptographic algorithms.

C. Usage of Cryptographic Algorithms in an ImpropenWa

there exist cryptographic libraries that are impdeted in
these languages. An amount and functionality ohdilcaries
vary from one language to another (surely, dependiso on

An example of improper use of already implementeghe popularity of the language) — for example, tioe C++

algorithms is the following. If an algorithm useP&NG, it
should not be forgotten to be seeded; the seeddsimot be
constant, but should be as random as possibleefdner if in

language, there exist many cryptographic librarfesyever,
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for the Ada language, very few native (that aretemiin Ada) complete has been measured, a relative speed ofitexe (in
cryptographic libraries exist.

Therefore, for some languages, in order to usabikiand

secure cryptographic functions, generally the opbssible 80.00

way is, instead of using the native (unmanagedjuage, to 70.00

use a port of the language to a framework whichvides 50,00 -

cryptographic functions needed. In this way, crgpéphic 50.00 g

functionality can be implemented in a variety afdaages: for '

example, languages which have their Common Language 40.00 : B

Infrastructure (CLI) implementations: e. g. C++ (@lhhas a 30.00 ; -

managed version named C++/CLI), Delphi (respedfivel 20.00 - = H— -

Delphi.NET), Java (J#), Python (IronPython), Ruby 10,00 - = == = -

(IronRuby), Lisp (L#, IronLisp), PHP (Phalangerjpl®g (P#) ' | ’> i ’»

[9]; and languages which have their Java VirtualcMae 0.00 1 s |Blowhis| Lo | Tgle | oo | o

(JVM) implementations: e. g. Python (Jython), R@Ruby), h DES

JavaScript (Rhino), Scheme (Bigloo, Kawa, SISC)sked 6 Java SE 2393 | 2209 | 1050 | 384 | 1558 | 6238

(Jaskell) [10]. M MET Framework| 17.32 | 000 | 2562 | 10.21 | 1871 | 0.00
It needs no saying that cryptographic functionabfythe Botan 279 | 2ssa | 1eas | a33 [ 12 | o

SOf.tware fram.eworks can be used by programmmgdag_gs ig. 1. An average speed rate of symmetrical ciphim different
which are natively managed by the corresponding virtuakyptographic frameworks (MBIs)

machines, such as Java, C# and VB.NET.

B. Comparison of Major Cryptographic Frameworks 250.00
In this section, three commonly used cryptografibiaries
and frameworks which provide cryptographic funcélity are 200.00
compared with each other by the speed of execudfotne
implemented algorithms. This comparison is an umegnt to 150.00
construct some guidelines for selecting a feasblation for |
implementation of cryptographic algorithms in saite. 100.00 ' -
In Fig. 1 and Fig. 2, there are shown the resuftsao ' '

comparison of three cryptographic frameworks: Jaka6,

.NET Framework 3.5 and Botan 1.8.2 (latest versianghe 2000 : : ]

moment of preparing this paper) — by the speedxetution . Z I I | IJ_A_ .J

of their implemented algorithms. An absence of sdraes in 0.00 RIFE

the diagrams, and values 0.00 for speed mean tit t MD2 | MD5 | MD16 SHI*"*' 52‘*5*2' SBHS*} SSP{*;"

corresponding cryptographic framework does not etipthe 0

corresponding cryptographic algorithm. “Java SE 2.91 | 76.60 36.10 12309 | 14.23 | 14.33
For the measurement of the speed, by the authers tere ~ “ NET Framework 206.19) 4267 |167.17) 37.61 | 2354 | 22.36

written three similar test programs — a programJava for Botan 21 lansAslizn &ninrrant s7e7 1 842 [ R4

Java SE framework, a program in C# for .NET Frant&wo Fig. 2. An average speed rate of hash functiondifferent cryptographic
and a program in C++ for Botan library. (It is valile to note frameworks (MBI/s)

that the Botan library was compiled with a speetingipation
enabled — a compiler switch “/02".) To maximally aoth out ? ' ‘
the differences between results, in every programche @lgorithms was calculated; in diagrams, there drews
cryptographic algorithm was called with data witfetent ~2verage values of the corresponding speeds. Thprtggrams

size — from 32 B to 32 MB. To measure small amooftime Were executed on a computer with an Intel Core2Duo
with a high precision, each cryptographic algoritith the 220 GHz CPU, 4 GB RAM, and Microsoft Windows XP35P

same input data size was called many times in p.ldbe OPerating system. o
measurement of time intervals needed for algorithims  Comparing the average speed ratehash functionsin
execute was implemented in the following way: tlystem frameworks Java SE and Microsoft .NET Frameworle oan

time was measured just before and just after teewion of S€€ that hash algorithms implemented in .NET Fraoneun
the algorithm, and the difference of these valueas wall cases are faster than in Java SE. Implementati hash

considered as the execution time. The system tinas wfunctions SHA-256, SHA-0384 and SHA-512 in -N_ET
measured using system calls, with the precisiorseferal Framework are about 40% faster than in Java SE; but

milliseconds. Before calling cryptographic algonits, all implementations of hash functions MDS un SHA-1 NET

input data have been completely loaded into the RARer Framework is about 3 times faster than in Java SE.

the amount of time needed for a cryptographic atigar to By analysing the dependence of time needed for hash
functions to run, one can conclude that on datalmbst any

megabytes-of-input-data per second) of cryptog@phi
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size (starting from 1 KB), the speed rate of hasicfions (in
MB/s) is approximately constant.

20 35
18 30
16 + B A
14 H EH BEH B = 25 1]
12 8 B BEH BB & P EE mE m mE mE EE
10 H BEH EH BB &
15 HHHHFHH HH A HH
8 4 - - - .
¢ HEH B B2 s 10 HrHH B H- H B
4 = — — —— — 5 - - - -- -= - --
2 —=H 1 1 -
| O IS
0
[ [e e Ry | ey | T2 [
ol@ialoia e RIEIEESERREEESERS
808808 OOOOMOEOOOOMOE
AES Triple DES AES Triple DES
| .NET Framework M Java SE

Fig. 3. An average speed rate of some block ciptiepending on their mode of operation, in diffeggptographic frameworks (MB/s)

There are some unpredictable results for all
symmetric ciphers implemented in .NET Framework;egxt
for the AES algorithm. By analysing theoretical lubedge
about block cipher modes of operation, it is cléaat all
widespread modes of operation are similar in tewhsa
number of basic computational operations needed
implement them. Therefore, there should not begaifstant
difference between speed rates of different modieperation
for the same block cipher. This fact is true fdddck ciphers
implemented in Java SE; however, this is false Htwck
ciphers DES, Triple DES and RC2 in .NET Framewotiere,
by unknown cause, a speed rate for the CFB mode
operation is many (approximately 7) times smallgant for
other modes (furthermore, for other modes, speéek rare
approximately the same). This situation for twockl@iphers
only (AES and Triple DES) in a graphical way is wioin
Fig. 3.

Unlike hash functionssymmetric ciphersmplemented in
Java SE in some cases execute faster than thosenmented

block It is important to notice that during practical exinents

with the test programs, there was determined thHat a
corresponding cryptographic frameworks (their lates
versions) do not yet have a native support of nudte
processors — all programs executed only on a sicmle of a
@PU. At the end of section “Parallelisation of tMazphers”,
this is shown to be a significant disadvantage loésé
cryptographic frameworks.

V.METHODS OFMAXIMISING THE EXECUTION SPEED
OF CRYPTOGRAPHICALGORITHMS

ofin software where cryptographic algorithms are Wide
used, the speed of execution of cryptographic #lyuos is
very important. A bottleneck for this speed usually a
processor on which these algorithms are executeerefore,
in order to efficiently maximise the speed of exemu of
these algorithms, a processing unit should be usethe
extent possible.

An obvious way how to maximise the execution spetd

in .NET Framework. For example, AES implemented iRpecific implementation of a cryptographic algarithis to
Java SE is about 20% faster than in .NET Frameworptimise the program. The optimisation can be deitieer
Although other ciphers (DES_, Triple DES and RC2)riades manually or automatically (by a compiler). Howeviersome
CBC and ECB run faster in .NET Framework, the samgyses in order to efficiently optimise a prograome a priori
ciphers in mode CFB run faster in Java SE. _ data about the target hardware platform must bavknd-or
By comparing cryptographic frameworks oriented tQyample, if it is known that a target CPU is Ire@ntium 4 or
languages ~ with pseudo-compilation (Java SE, .NET compatible, a compiler to build a program can USES
Framework) and t@ompiledlanguages (Botan), one can segnstructions, which in variety of cases providetéeefficiency
that the speed rate for all of the compared franmksvon  f e resulting program.
average does not differ significantly. For exampéock  Taiking about an execution of algorithms, it is organt to
ciphers AES and Blowfish are faster in programslemented note that many modern computers have video camtsctm
using Botan, however, this fact is not true for esth 5150 pe used for arbitrary (even not related withpbics)
widespread ciphers. The difference between thedsgzes for calculations, including cryptographic algorithms. ucs
hash functions in Botan and .NET Framework largipend technique of using graphic processing units (GPlis)

on the hash function itself. general-purpose calculations is callegeneral-purpose
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computing on graphics processing units (GPGPGPU

optimisation processes for these two types of msing

developers provide free GPU programming libraries ( systems. However, all optimisations for a SIMD éeatture

SDKSs), e.g. OpenCL (Open Computing Language), CUIyA
Nvidia, Stream SDK by AMD.

Therefore, nowadays (in contrast to a period ofessv
years before) most processing systems belong toobrike
following two classes:

central processing units (CPUS);

graphic processing units (GPUS).

All GPUs suitable for arbitrary calculations (i.&PGPUSs)
are multi-core; and a large number of modern CR¥swaulti-
core as well.

Modern GPUSs, in contrast to CPUs, are composedarfje
number of cores (of the order of several tens). r@duer,
computational power of GPUs in average is compardbl
computational power of CPUs.) This means that rudte
CPUs, as well as GPUs provide a big possibilitydpeeding
up execution of cryptographic algorithms.

A vast
cryptographic algorithms) are defined in a seqaémay (i.e.,

majority of common algorithms (including

are also applicable to a MIMD architecture — beeau$1IMD
architecture can be considered as a more enrichistD S
architecture. Therefore, while considering an ojstation of
cryptographic algorithms for multi-core processans this
paper, firstly there are considered SIMD-optimisasi, and
only in case of negative result, there are consiiéviiIMD-
optimisations.

Further in this section there are discussed pdiigbi of
parallelising block ciphers — one of the mostly egdread
class of cryptographic algorithms.

A. Parallelisation of Block Ciphers

Block ciphers take as an input:
plaintext (i.e., a message) divided into blocksspécific
length and
a key.
The result is a ciphertext consisting of the sameler of
blocks as the plaintext. Thus, each block ciphenrder to be

the corresponding code of an algorithm is sequintia@ble to cipher a message of any length, consistshef

However, the fact that nowadays most of modern ggsars
are multi-core assumes that for a specific seqalkealgorithm
in order to execute efficiently, it should be phaiided — i.e.,
divided into several maximally independent (pafatiesks.

Thus, in order to take advantage of using multecor

processors, cryptographic algorithms should be tedafor
parallel execution. However, as there was discalére the
authors (see section “Comparison of major cryptokia
frameworks”), most widespread frameworks which jeva
cryptographic functionality do not support advaesgof
multi-core processors (neither they support adgestaof
multi-core CPUs, nor they have a support of GPU%$lis
means that (at least for the moment of writing {héger) in

following three components:
block enciphering transformatioR, which enciphers a
fixed-length blockB (usually it is a part of plaintext) with
a fixed-length keyK, resulting in a blockB®* (whose
length equals to the length of bloBk|B| = |BFX|;
mode of operatiorD, which determines a way how to
calculate each block of ciphertext (with a use lfck
enciphering transformatids);
padding algorithmP, which supplement plaintext in a
special way, in order to make it be divisible irwhole
number of blocks.

While ciphering with a block cipher, a padding altoms

is executed only once; furthermore, every paddiggrahm

order to get a greater performance of cryptograph&onSiStS only of a few instructions. Therefore, wia@alysing

algorithms, one should implement all needed crygtplic

the execution speed of block ciphers, an impacpaxfding

algorithms manually or should use some raw third-party?/9orithms can be disregarded.

implementations of these algorithms. At least fome time,
this way of implementing cryptographic algorithmemoot be
guaranteed to be secure to a certain degree.

Automatic optimisation techniques are highly depeld for
single-tasking environments (where output prograare
supposed to execute); but as of yet, there are midfigulties

in automatic parallelisatiorof a program code — i.e., in using

all the benefits of multi-tasking processing systefil].

Therefore, for efficient implementation of sequahti
algorithms on multi-core processing systems, tisbi@uld be
considered manual parallelisation.

Despite of both CPUs and GPUs being multi-corejr the

architectures differ significantly. According to yRh's
taxonomy [12], multi-core CPUs have in generaM&viD
(Multiple Instruction stream, Multiple Data stream
architecture, with each core usually having a supfoo a set
of SIMD (Single Instruction, Multiple Data) instriign.
Alternatively, all GPGPUs have&iMD architecture.

The difference between the architectures of mutec
CPUs and GPGPUs substantiates differences betw

102

A mode of operation can be thought of as a metarilgn
for executing a block enciphering transformation.ostl
common modes of operation are: ECB, CBC, PCBC, CFB,
OFB and CTR.

If one defines théth block of plaintext a8;, thei-th block
of ciphertext a<;;, a bitwise XOR operation &8, enciphering
of a blockB with a keyK asE*(B), deciphering of a blocB
with a keyK asD¥(B) (whereD = E™), an initialisation vector
(a constant) adv, then the common modes of operation can
be defined as shown in Table 3 (initial conditicax® not
shown for the reason of inessentiality in this eatjt

TABLE 3
DEFINITION OF BLOCK CIPHERMODES OFOPERATION (i = 1, ...,N)

Mode of Cipher direction
operation Enciphering Deciphering
ECB Ci « EX(B) B « D¥(C)
CBC Ci« E“B ®Ci) Bi < D¥(C)® Ci4
PCBC Ci«EB®B.®C.) B « DC)®B.®Ci;
PeN crp C « EXCy) ® B B « DX(CL) ® G
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OFB Ci « EXNEX(Cy) @ B B «— DX(D*(Ciy)) ® G

CTR

Ci« EIvai) @B B« Df(IV®i)® G

TABLE 4

POSSIBILITY OF PARALLELISATION OF BLOCK CIPHERSMODES
OF OPERATIONDEPENDING ON ACIPHERING DIRECTION

Mode of Cipher direction

operation Enciphering Deciphering
ECB high high
CBC low high
PCBC low high
CFB low high
OFB low low
CTR high high

Some modes of operation in a specific cipheringdion,
in order to cipher a succeeding block, require tbsult of
ciphering the preceding block to be known. An edéint
parallelisation of suchmodes of operationn the specific
directions is impossible. This is because a bitwi@R
operation (®”; supported directly by any CPU)
incomparably faster than an enciphering or decipger

operation E or D); and none of the mentioned modes 0[

operation uses other operations tirt or D.

On the contrary, the rest modes of operation (iﬁ

combination with a direction of ciphering) are sdled
embarrassingly parallel — which means that they ban
parallelised in a most efficient way. Furthermdiey san be
parallelised both in SIMD and MIMD architectures.

The summary of possible levels of parallelisationlock
ciphers modes of operation is shown in Table 4.eHéhne
word “high” means that the corresponding modespafration
are embarrassingly parallel, and the word “low” nwedhat
the corresponding modes of operation cannot befisigntly
parallelised.

A demonstrable schematic illustration of an encipitge
process in the CTR mode of operation is shown ¢ &i In
this figure, one can see that all the operationg&eh block of
plaintext are made independently on the processfngther
blocks.

Surely, it is not true that an execution of blogghers in
modes of operation with a low level of parallelisatcannot
be efficiently parallelised at all — onljodes of operation
themselves cannot be efficiently parallelised; caea try to
parallelisea block ciphering transformatiofthat is the only
thing the definitions of block ciphers — such asDRAES,
Blowfish — usually contain). However, block ciphagi
transformations usually noticeably differ from eaather, and
therefore parallelisation processes of differerdckl cipher

transformations are significantly different. Thiy, the reason
of non-universality, such parallelisation is nonsiered in
this paper.

CTR mode of operation provides both a high level of
parallelisation (i.e., separation of the cipherprgcess into a
number of parallel (independent) tasks), and a légkl of
security (in contrast to ECB).

In order to demonstrate a possibility of the eéidi
parallelisation of some modes of operation, andrider to
measure a performance gain of such parallelisatignthe
authors there was written a program which implesdhe
DES cipher in the ECB mode of operation allowingise the
benefits of multi-core CPUs, and which measures the
execution speed of the cipher.

As a base for the program, there was used impletient
of the DES cipher found in [13], written in the G/€
language. That implementation was modified in ordeuse
the OpenMP API for parallel programming (see [14]he
resulting program (in C++) was tested in all of the
combinations of the following two dimensions: wittioor
with a speed optimisation of the program by a cdéenpand
without or with a support of OpenMP enabled. As hwit
previous test programs, to improve an accurachefrésults,
this program was executed multiple times.

The tests were held on the same computer as thépse
ests described in this paper. The results obtafnea the
xecution of the program, in their comparison wité results
rom Fig. 1 (viz. the execution speed of the DEBher in
Java SE, .NET Framework and Botan library), arenshn
Fig. 5.

According to expectations, on a double-core CPU the
execution of OpenMP-enabled version of the prograas
almost 2 times (more precisely — 1.88-1.91 timasjeir than
the execution of OpenMP-disabled version. Thiseisause of
the usage of the second core of the CPU, which auaf
action in cases where the use of OpenMP was nbtesha

These results can be generalised: in casen-cbre
processor, execution speed is supposed to be ahrtoses
greater than in case of single-core processor l{sliteean be
not true in case of very little amount of inputajat

At the end of section “Comparison of major cryptggic
frameworks” there was stated that none of
implementations of cryptographic algorithms in J&&
.NET Framework and Botan library has the supponnafti-
core processors. The authors regard this as afisagrti
disadvantage of these implementations of cryptdgcap
algorithms — so, for example, for the DES ciphezaering on
a double-core processor, an execution could haea frem
1.99 (for .NET Framework) to almost 6.58 (for J8E) times
faster if there was a support of multi-core CPUs.

the
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that block ciphers are an example of a class gbtographic

| [ tstoodcotplaintext | [V +2

J [ 2nd block of plaintext J

J [ nth blodkofplaintext ]

62

1stblock of dphertext

2ndblockofcipherext

n+h block of dphertext

Fig. 4. A schematic view of an enciphering prodagke CTR mode of operation
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with optimis. w/o optirmnisation with optimisation
MET . .
++
Java oE Frarork Botan manual implementation (C++)
|K0D5 11.40 3771 16,49 1330 | 2535 | 40.01 | 75.03

Fig. 5. An average speed rate of different impletatons of the DES cipher in the ECB mode (MB/s)

Summarising the content of this section, one carclcale

(0]

algorithms which in many cases can be executed very
effectively on multi-core processors.

VI. CONCLUSIONS

The main conclusions of the research can be foredlas

follows:

Conclusions about the secure
cryptographic algorithms:

implementation

of

104

(0]

Conclusions

The reason for most errors in implementation of
cryptographic algorithms is an inadequate knowledge
of base principles and methods of cryptographysea u
of unsafe (broken) cryptographic algorithms, asl wel
as a human factor.

In order to implement secure software with
cryptographic functionality, one shall carefully
consider a program execution mechanism and a
specificity of the operating system.
about the speed of

of execution

cryptographic algorithms:

o

None of cryptographic frameworks compared can be
considered as the fastest — a rank of each frankewor
can be different depending on a specific
cryptographic algorithm.

In general case, it is not true that cryptographic
algorithms implemented in software libraries writte
in compiled languages (e.g. C++) are faster than
algorithms implemented in software platforms
Java SE and Microsoft .NET Framework. However,
as it was shown on the example of implementation of
the DES block cipher, a manual implementation
usually gives a higher execution speed.

Multi-core central processing units and also grephi
processing units can be used to speed up an executi
of cryptographic algorithms several times.
Cryptographic frameworks analysed do not have a
native support of multi-core processors.

If there is needed faster implementation of
cryptographic  algorithms  than  cryptographic
frameworks compared provide, one shall implement
these algorithms manually, using the advantages of
processing system. For example, as it was shown in
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Vladislavs Nazaruks, Rivels Rusakovs. Kriptogiafisko algoritmu implementeéSana programmatir a: efektivitates anaize

Si raksta narkis ir apiikot iesggjas efekivi implementt kriptografiskos algoritmus programmiats izstade. Tiek skarti divi dziena «efektivitte» aspekti:
efektivitate ka kriptogmafisko algoritmu izmantoSanasénia (informecijas aizsardibas nodroSiSanas) sasniegSanasitajs, un efektivigte ka kriptografisko
algoritmu implemeraSanas procesa ekonomiskumaai jau implemertto algoritmu izpildes ekonomiskuma (galvearklaika resursu i) raditajs. Rakst
tiek defiretas un klasifictas Kudas, kas var izraisievainojanibas kriptogifisko algoritmu implemeratija ar datoru; tiek sniegtas viapjas rekomenacijas,
ka var izvaifties no &dam ievainojaribam. Ari tiek aptikota kriptogafisko algoritmu implemer8ana, izmantojot programnaaas bibliotkas un platformas.
Vairakas izplaitas programmatas platformas, kas pigeh kriptografisko funkcionalisiti, tiek saidzinatas sa@ star@ pec algoritmu izpildestruma kri€rija.
Visbeidzot, tiek apilkotas dazas iesjas palielirat kriptogiafisko algoritmu izpildegtrumu, izcéot algoritmu paralelixijas svargumu. Bloku Sifriem iesgama
paralelizcija tiek aptikota 1paSi dzji; ar, atsaucoties uz praktisko eksperimentu radeln, tiek demonsttas un nogrtétas bloku Sifru paralelizijas
priekSrodbas.

Baaaucnas Hasapyk, IlaBea Pycakos. Peaqusanus kpunrorpagpuueckux airopuTMOB B IPOrpaMMHOM o0eclieYeHHHU: aHATH3 d(PPeKTHBHOCTH

Llenbio maHHOM CTAaTBU SABISCTCA paccMOTpeHue d(P(EKTHUBHOH pealH3aluy KPUNTOrpauieckuxX aarOpHTMOB B pa3paboTKe HMPOrpaMMHOIO OOECIEeUeHHS.
3arparuBaloTcs [[Ba acIekTa TepMuHa <9 (GeKTUBHOCTE: 3(DPEKTUBHOCTD KaK MOKa3aTellb BEIMOIHEHNUS [eIU HCIIOIb30BaHUs KPUIITOTPa(pUIeCKUX alrOpUTMOB
— obecrieyeHust 3amuThl MHQOpManUK, U 3PHEKTHBHOCTh KaK IOKa3aTelb 3KOHOMHYHOTO MPOLECCa pealn3aliy KpUNTorpa@4eckiX alropHTMOB, a TaKke
SKOHOMHYHOT'O HCIIOJHEHHUS PEaIn30BaHHBIX aJTOPUTMOB. B cTaThe ONMpenesnsioTcs U KIAcCH(HUIMPYIOTCS OLIMOKH, KOTOPBIE MOTYT BBI3BaTh YA3BHUMOCTH B
peanu3anuy KpUNTOrpadUIecKUX aIrOPUTMOB Ha KOMIIBIOTEpE; HAIOTCS OOIIUe PEeKOMEHIAIMM, KaK BO3MOXHO H30eXaTh TakuxX ys3BUMocTed. Taroke
paccMaTpUBaeTCsl pealiM3alus KPUNTOrpauuecKuX alropuTMOB, HCIIONB3Ys NPOrpaMMHble OubmMoTekn M ruiatdopmel. Heckonbko pacnpocTpaHEHHBIX
HPOTrPaMMHBIX TIAT(OPM, MPEAOCTABIAIOMINX KPUNTOrpaduyeckyo QyHKIMOHAIBHOCTh, CPABHUBAIOTCS MEXIY COO0H MO KPUTEPHIO CKOPOCTH BBIMOIHECHHUS
aNropuTMOB. B 3akmiouenue, paccMaTpuBalOTCs HEKOTOPHIE BO3MOXKHOCTH yBEIHIEHUS CKOPOCTH HCIIONHEHHST KPUNTOTPa(pUISCKUX aIrOPUTMOB, BBLICISS IPH
9TOM Ba)KHOCTb pacHapajUIeHBaHUs anropuTMoB. Jms O104HBIX mMH(POB BOZMOXKHOE pacHapaUIeIMBaHUE PACCMATPUBACTCS OCOOCHHO ITyOOKO, TaKKe
CCBUIAsACh HA PE3yNbTaThl, IOIyYEHHbIE B XOJE€ NPAKTHMYECKHX IKCIEPUMEHTOB, NEMOHCTPUPYIOLIME M OLEHHBAIONIME MPEMMYLIECTBA pacrnapauleIuBaHus
OIOYHBIX MU(POB.
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